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. This Report · for the year ended March 2006 has been prepared for 
submission to the President of India under Article i 51 of the Constitution. 

. . . . . . . 

This Report ~ontains the results of two Performance Audits pertaining to 
the Department of Posts under the Ministry of Communications and Information 
Technology and one Illformation Technology Audit pertiining to the Office of the . 
Development Commissioner (Small ~cfile Industries) under the· Ministry of Small · · 
Scale Industries as shown below: · 

1 . Perfomiance Audit of Mail 
Management 

2 Performance Audit of Management of 
Cash in Post Offices · 

3 IT Audit of Small En.terpdse . 
Information & Resource Centre 
·Network 

. (iii) 

.. 

_Departmentof Posts 

Department of Posts 

Office of. the . Development 
Commission.er (Smal~ Scale 
In4ustries) . 
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[ ___ o_v_E_R_vi_· _E_w __ J 

This Report contains the results of two Performance Audits pertaining to 
the Department of Posts under the Ministry of Communications and Information 
Technology and one Information Technology Audit pertaining to the Office of the 
Development Commissioner (Small Scale Industries) under the Ministry of Small 
Scale Industries. 

Ministry of Communications and Information Technology 

Performance Audit Report of Mail Management in the Department of Posts 

Mail management involves mail collection, sorting, transmission and 
delivery of letters and other articles and is aimed at ensuring early delivery of 
mail, efficient utilisation of the resources and improved customer services. In 
view of the large volume of incoming and outgoing mail, efficient management of 
mail is one of the most important tasks of the Department of Posts (DoP). 

Some of the major deficiencies observed by Audit in respect of mail 
management were as follows: 

>- Mail traffic registered a decline of nearly 50 per cent during last five 
years due to increased competition from private couriers and other 
modes of communication especially the value added services in 
telecom sector. Despite this, DoP failed to improve its operational 
efficiency, reduce staff costs and modernize its operations to render 
better services to the customer. 

>- DoP continued to incur losses during last five years and 16 out of the 
20 postal services continued to sustain losses over the years. The net 
loss for the year ending 31 March 2006 was· Rs 1207. 71 crore. 

>- The projects for computerization of Head Records Offices, 
Computerised Registration Centres and Transit Mail Offices have 
fallen behind schedule and the computers installed were not being used 
for faster processing of mail and other articles in handling offices. 
Hardware worth Rs 6.72 crore remained idle due to inadequate 
infrastructure, non-preparation of site, etc. 

>- Department's efforts to modernize and mechanise mail sorting 
operations at Chennai and Mumbai to improve operational efficiency 
through introduction of Automatic Mail Processing machines and 
Culler-Facer-Cancellor machines also did not succeed despite 
investment of Rs 60.25 crore due to its failure to standardise mail and 
ensure adequate public awareness about the advantages of using 
standard postal stationery. 

);> Book Now Pay Later facility was allowed to customers without taking 
advance deposits from them which resulted in accumulation of 
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outstanding dues of Rs 1.36 crore m 12 Head Post Offices test 
checked. 

~ Business Post facility was extended to customers without taking 
advance which resulted in accumulation of outstanding dues of 
Rs 2.02 crore in eight Head Post Offices test checked. 

~ Agreement was signed with United Arab Emirates without taking into 
account weight and distance element which resulted in loss of Rs 9 .15 
crore during the period February 2002 to December 2002. 

(Chapter 1) 
Performance Audit of Management of Cash in Post Offices 

DoP receives cash for rendering various services through the sale of 
postage stamps and stationery; agency services and deposits in various Post 
Office Savings Bank and other accounts. The cash so collected is remitted at the 
end of the day to the concerned head post offices (HPOs) by the post offices 
under their accounts jurisdiction, after retaining the authorized balance of cash. 
The HPOs remit the cash to the deficit post offices under their jurisdiction to meet 
their liabilities. The objectives of effective cash management are to ensure 
availability of liquid cash, promptness and accuracy in accounting, and safety. 

Some of the major deficiencies observed by Audit in management of cash 
in post offices were as follows 

~ Divisional heads failed to review and revise cash balance limits of the 
post offices as 57 per cent of the post offices test checked were found to 
irregularly retain cash much in excess of authorized maximum limits. The 
problem of retention of excess cash balance was more severe in head post 
offices. 

~ An amount of Rs 1.90 crore was paid as demand draft charges to banks by 
23 HPOs and their sub offices under 10 circles during the period 2003-06. 
This expenditure could have been minimized had the sub-post offices 
been delegated powers to draw/ remit cash directly from/into the banks. 

~ Security arrangements in post offices were found inadequate. Large cash 
amounting to more than rupees one crore was retained overnight in post 
offices without even providing an armed security guard. Such an 
arrangement is fraught with the serious risk of theft and robbery. 

~ Weak internal controls were resulting in large number of cases of 
suspected theft of cash in post offices and frauds. More than five thousand 
cases of loss and suspected fraud were registered in the department during 
the period 2003-04 to 2005-06 involving an amount of Rs 32.73 crore, out 
of which only 34 per cent was recovered. 

~ 7 ,625 cases of theft etc were pending for settlement at the end of March 
2006. Out of this, 63 per cent cases i.e. 4,816 cases were pending due to 
non completion of departmental proceedings/investigations. 

vi 
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);:>- An amount of Rs 1,819 crore remained unlinked in the bank scrolls and 
Rs 3,934 crore in the post office schedules in respect of drawings from 
banks at the end of March 2006. Similarly, an amount of Rs 4,645 crore 
remained unlinked in the bank scrolls and Rs 4,906 crore in the post 
office schedules in respect of remittances into banks. 

(Chapter 2) 

IT Audit of Small Enterprise Information & Resource Centre Network 

An e-govemance project "Small Enterprise Information & Resource 
Centre Network" (SENET) was conceived in 1993 by the Office of the 
Development Commissioner to provide an all-India and decentralized 
information network primarily for meeting the information requirement of small 
enterprises and other target groups. The project was implemented only by 
February 2002, and despite an expenditure of Rs 11.41 crore, it had not been able 
to fully achieve its objective of disseminating information in a timely manner to 
the intended users. Audit examination revealed weak application controls and 
data integrity over the SENET applications, ineffective control over operational 
costs, deficient general Information Technology controls and weaknesses in IT 
security. The information on the internet website 'SIDO Online' was not updated 
regularly, and the contents in respect of many categories were invalid and 
outdated. 

(Chapter 3) 
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DEPARTMENT OF POSTS 

rn::;·----- ·-- --------- - ·---.-- ··-·-·-··--. ·~] 
l!::..t?!.f~rmance Audit of Mail Management in the Department of Posts. 

IDGHLIGHTS 
"---~----... --~-----~' . 

~ Mail traffic registered a decline of nearly 50 pet cent· during last 
five years due to increased competition from private couriers an~ 
bther better· modes of communication especially the value added 
~ervices in telecom sector. Despite this; DoP failed to improve itJ 
bperational efficiency, reduce staff costs and modernize itJ 
bperations to render better services to the customer J 

(Paragraph 1.6.1) 

» ffhe ~eparhpent continued to incur ~osses ~uring la~t five yea~ 
· and sixteen out of the 20 postal serVI~es bemg proVlded by DoPi 
tontinued to sustain losses over the years. The .!!et loss for the yeari 
~!!f!!!!g. ~1_1\'lar~h __ ~OQ(i_w~-~ 1~07-~71.~i:~red 

(Paragraph 1.6.2) 

» !According to National Test Letter . R'un conducted· . by th~ 
~epartment, only 55 per cent of mail was delivered within· th~ 
~resc,tj_l?_e4.!1.~.'1l:!~i~r .. c!~iv~r.YJ . · . 

(Paragraph 1.6.3) 

» ffhe , projects for computerization - of.. Head . Records OfficeSJ 
~oinputerised Registration Centres and Transit: Mail Offices hav¢ 
fallen behind schedule and the computers installed were not bein~ 
hsed for faster processing of mail and other artiCles in handling 
bffices. Hardware worth Rs 6.72 crore 'remained idle due td 
lnad~guate infrastructu~e, non-preparation of site, 'etcf ___ --·-'""""' 

(Paragraph 1.13) 

,--------------. .. -··--· -~--~ -----, » Department's efforts to modernize and mechanis~ mail sorting 
bperations at · Chennai and Mumbai ··to improve operational 
~fficiency through· introduction of Automatic Mail Processin~ 
htachines and Culler-Facer-Cancellor · machines 8Iso did not 
~ucceed (j_e~pite investment of Rs 60.25 crore due to its failure ·t~ 
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. . 

. ,~-----~ ·-- __ .:__~----:- ------ --:---~·-- - ~- --·-··---·--~--·· ----. --··-· 1 . 
. rtandardise mail ~nd.ensure adequate pu~~ic awareness abo'utth~ .. · 

advantages Qf usmg standard postal stationery. As a :i:esult, th~ · 
~utomatic Mail Processing mach~nes are, being uqderutilized. to. 
~he extent of .66.39 per cent :to 71.78 per .cent and. Culler-Facer) 
~ancellor machines. to the extent of 93~20 ]!_er cent to ~8.54 p_er centJ 

. (Paragraph 1.14) 
1--·----··----.-,.- - ·-· .. ·----- --- --- . -. -~-·-- -. ···--. _-. •· - -~- __ >~ -·····- ___:_." __ -- --~------- ____ :, ... , 

);;> Similar _ projects "for introduCing Automa,tic Mail Processing 
. ~eritres. at a total cost of Rs 84:27 crore at- Delhi a~d .Kolkata hav~ · 
~en_~~!~Y~4 Jl~~J-9..!!_~flc!~nt_ P!°.Qj~_ctl!l.!!~~g~n!t:!lB 

(Paragraph 1.11.3) 

r------~----------,-------~- - "] 
)- .· ~ook Now Pay Later facility was allowed to customers withou~ 

taking --advance deposits from them whjch resulted . i~ 
~ccumulation .. of. outstanding dues of. Rs 1.36 crore in 12 Heag 
:P.9~! Offices J~~t ~!t~~~~-<!~ · · 

. ·(Paragraph 1.9.2) · 
~-· ----.---·---- . . ·. - .. . . . . ·-. 

);;> Business Post facility was extended to customers without taking 
~dyance which res:ulted in ~ccumulation of _outs(andif!g_~ues o~ 
Rs 2.02 crote in' ~!ght Uead Post Offices test· checkedJ 

(Par(lgraph 1.10) 
. . . . . : . . . ' 

,-~--- --~'-i""'"•J-·-~ --~--- ·- _ _.,,_, -~~'"--· •• - --~--.- __ "_.;. ~---··-· ----~-- _ __,,_ _____ ..__·'"- ~ --~·--·----. ·.-,-~- ~----··-- - T"" :~ 

);;> ff erminal dues au,ounting to Rs-2.8:' crQre were pendif!g_!!g~ 
•· ~?. CQUD!!_ies from 1999 _!Q 2094J . · · · 

(Paragraph 1.11.1) · 

r.--. - ...... ---------·---- . -------~-~--------·- ----'--:-i 
);;> :Agreement was signed with United Arab Emirates without taking · 

.into' account weight and distance element whkh resulted.in-lo~s o~ · 
I , .. · . . ' . . 

~2_.15-S!'!>re_du_r!!!g the period Februanr 2002to D~cember 2002J .. 

. (Paragrah l.ll.2) 

);;> ff he departmeni.ais~-did not effectively. nioi!itQr: ~-~lt,e.IB~~t_Q] 
. ~ompll!ll!t~ tojml?YJ!Y~_cust~!!!!:.! satisfaction.I . . 

(Paragraph 1.12) 
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SUMMARY OF RECOMMENDATIONS' 

)- In view · of decline in mail traffic, DoP. should review its 
manpower requirement for various postal services and revise 
staff norms taking · into · account automation aild . 
computerization introduced, new value added services started' .. 
and substantfal reduction in traffic of traditional po~tal seryice 
to bring down increasing cost of postal operations. · 

)- To . counter· de~lining traffic and intense competition from 
private courier industry; DoP should take effective steps iii a 
time bound manner to enhance its efficiency_in terins of timely 

. delivery of mail and improve custonier satisfaction~ 

. )- DoP should evolve a mechanism to ensure that norms . 
prescribed for handling . of. artieles in mail offices and 
Computerised Registration Centres are strictly adhered to. 

DoP should take steps· to make its operations relating to 
premium services more competitive by ensuring timely 
delivery. Departmental instructions for gran~ ~f rebate and 
collection of advance from BNPL and business post customers 
should be scrupulously followed. · 

)- To improve their utility DoP should integrate all_ the three 
standalone software for HRO, CRC and 'I;'MO which will also 
obviate duplicate feedi~g of data and delays. 

)- · DoP should standardize mail to ensµre that Automatic Mail 
Processing Centres and Culler Facer Cancellor machines are 
optimally utilized. DoP could start with its registered mail 
sector. 

1.1 INTRODUCTION 

Mail management involves mail collection, sorting, transmission and 
delivery of letters and other articles and is aimed at ensuring early delivery. of 
mail, .efficient utilisation of the resources and improved customer services. In 
view of the large·volume of incoming and outgoing mail, efficient management·of. 
mail is one of the inost important tasks of the Department of Posts (DoP); India 
.has the largest postal rtetwork in the world with 1,55,516 post offices, out of 
which 1,25,148 post offices are situated in rural areas. 

1.2 SCOPE OF AUDIT 
. . . . 

Performance audit of Mail Management in DoP was conducted during · 
April to August 2006, covering the period 2001-2002 to 2005-06. Twenty one out 
of 22.postal circles.were reviewed in audit. In each of. t~e circles, two Head ·Post 
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Offices (HPOs) and seven sub offices (SOs), including two rural SOs, under each 
HPO were selected randomly for the purpose of audit. 

1.3 AUDIT OBJECTIVES 

The.main audit objectives were to verify that: 

• mail colle6tion, . transmission and delivery · system was prompt and 
· ·efficient; 

• management of collection, transmission and delivery of mail ensured 
optimal utilization of resources and customer satisfaction; and 

• computerization and modernization of mail operations were effective and 
adequate. 

1.4 AUDIT CRITERIA 

The main audit criteria used for audit were as follows: 

~ Norms and instructions issued from time to time for collection, 
transmission and delivery of mail. 

Reports and returns prescribed in respect of transmission and 
delivery of mail. 

Benchmarks for . operational and financial performance indicators 
fixed by DoP. 

Annual plans of DoP for computerization/modernisation of mail 
operations 

1.5 AUDIT METHODOLOGY 

The audit methodology included examination of records in DoP and in 
selected postal circles and post offices, issue of audit ·questionnaire and 
discussions with the auditee to evaluate the performance of the mail management 
on the basis of the audit criteria broadly outlined earlier. 

1.6 AUDIT FINDINGS 

Audit findings with regard to collection, transmission and delivery of mail 
and steps taken for computerization, mechanisation and modernisation of mail 
operations are discussed in the succeeding paragraphs:~ 

4 
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1.6.1 Mail Traffic 

The mail traffic vis-a-vis revenue of DoP for the past five years is given 
~w: . 

Year Mail traffic Percentage 
(Registered decline in 
and traffic as 
Unregistered compared 
mail) to ·previous 
(in crore) year 

2000-01 1420.32 ! 10.00 

2001-02 1103.06 22.34 

2002-03 909.41 17.56 

2003-04 863.53 5.05 

2004-05 736.77 17.00 
*staff strength pertains to mail operations. 
**Revenue includes speed post and business post 

Revenue 
ofDoP** 
(Rs in 
crore) 

1646.58 

1818.60 
1998.44 

2050.59 
2095.76 

· Figures for 2005-06 not furnished by the department 

Staff Percentage 
strength decline in 

* staff strength 
as compared 
to previous 
year 

593878 

573211 3.48 

559408 2.41 
. 542940 2.94 

537614 0.98 

The mail traffic had registered a sharp decline of 48.12 per cent during last 
five years. The reasons for this significant decrease in mail traffic were 
tremendous growth of telecom services including value added services and steady 
rise in private courier industry. Though the mail traffic had declined by nearly 50 
per cent, Audit observed that the staff strength had remafoed almost stagnant with 
only 9.47 per cent reduction during this period. Audit observed that the Postal 
Services Board had accepted in November 2001 the report of the Committee on 
Manpower Planning and decided to set up a core group to examine and draw up 
implementation plan for the committee's recommendations including suggestion 
for evolving new manpower norms on stabilization of computerized systems .. But 
no new norms were evolved and implemented even after lapse of six years despite 
significant decline in mail traffic handled by the department. The percentage 
reduction in the staff strength vis-a-vis mail traffic was negligible, resulting in 
high cost of operations of postal services. 

Recommendation 

In view of decline in inail traffic, DoP should review its manpower requirement 
for various postal services and revise staff norms taking into account automation 
and computerizatton introduced, new value added services started and substantial 
reduction in traffic of traditional postal service. 

Despite losing substantial traffic tO private operators and telecom services, 
D9P' s steps to arrest this trend to improve its · operational efficiency, cost 
effectiveness has not been significant. Computerization and modernization of mail 

·operations in DoP has not improved operations to.the expected level. 

5 
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1.6.2 Cost-effectiveness of postal operations 

Audit observed that though th~ mail traffic wa:s showing a declining trend 
over the years, the revenue showed an increasing trend mainly because of increase 
in traffic of value added services like· speed post, business post, speed post 
passport se.rviCe, express parcel post, media post, meghdoot post card, greeting 
post, data post, e.:bill post and. e-post, etc. 

Overall, · 16 out of the 20n postal services being provided by DoP 
continued to sustain losses over the years. Only four services viz., Competition 
post cards, foreign mail, insurance and letters were making marginal profits. The 

· comparative position of the net losses incurred by the Department on various 
postal services, including speed post during the period 2001-2006 was as follows: 

Year Net loss (Rs in crore) 
2001-02 1352.93 
2002-03 1173.53 
2003-04 1162.21 
2004-05 1289.11 
2005-06 1207.71 

1.6.3 Operational Efficiency 

DoP norms envisage that mail should be delivered within two· to five days 
following the day of posting. 

The department conducts National. Test Letter Run (NTLR) to determine 
the average time taken for delivery of mail. It gives the full picture of the time 
taken between collection of letters from post boxes in the originating stations '!Ild 
the delivery of letters to the addres_sees. at the destination. There are 59 NTLR 
centres in all and each centre is expected to post a total of 400 test letters per 
month to other centres to determine the actual time taken in transmission. of mail 
at-the national level. 

Audit scrutiny of the NTLR reports pertaining to the period from January 
to December 2005 revealed that only 55 per cent of mail was delivered within the 
prescribed norms for delivery. 

Thus NTLR survey conducted by the department itself showed low level 
of operational efficiency in terms of delivery of mail. 

. Audit scrutiny of the records of DoP further revealed that the findings of· 
the NTLR were not submitted to the Head of the Mail Management and Transport·. 
Section in the DoP headquarters ·defeating the very purpose of conducting these 
surveys intended to study and improve the efficiency of mail operations. 

n Post cards, Letters, Registration, Letter cards (Inland), Money orders, Newspapers (single), 
Newspapers (bundle), Indian Postal Orders, Printed Postcards, Value· payable post, Other 
periodicals, Acknowledgements, Book packets and Sample packets, Telegraphic MOs, Printed 
books, Insurance; Parcels, Competition Post Cards, Speed post and Foreign mail. . . · · 
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Recommendation 

Due to declining traffic and intense competition from private . coitrfor · 
industry, DoP should take steps to enhance its efficiency in ternis of timely 
delivery of mail to improve customer satisfaction. 

1.7 Collection, transmission and delivery of mail 

1.7.1 N~n-observance of procedure relating to collection of unregistered 
mail 

Departmental rules pr~vide that articles posted·in lettet. boxes shou.id, be·. 
brought to the post offices immediately before the hour fixed for the clearance of 
the letter boxes. In order to check the timely clearance ofletter boxes, Postmasters 
are required to frequently post test letters and note the results in their order books. 
Postmasters are also required to frequently check whether' the stamps affixed m:i 
letters are not used-up or fake and note these results in their ·order· books. 
Departmental rules also provide· that the sorting assistants are. required to make 
entri~s in their error books for the articles collected with inadequate postage after 
calculating the due postage in respect of articles received with inadequate postage .. 

In delivery offices the total postage due on. all unpaid/insufficiently paid 
unregistered articles of the letter mail received for delivery is required to be 
entere.d along with the realization particulars in the unpaid register by the delivery 
assistant. 

Audit scrutiny of the records of 42 Head Post Offices (HPOs) and 294 Sub 
Offices (SOs) in 21 circles test checked showed· that there were neither entries 
relating to posting of test letters in the order books nor any entries in the error · 
books. However, entries were made in the unpaid register. It was further observed 
that postage to the extent of Rs 15.09 lakh was not collected in the following post 
offices: 

(Rs in lakh) 

S.No. Name of Post office · Postage due Amount Balance 
collected 

1. Vijayawada 0.42 ·0.27 0.15 
2 Bilaspur 3.23 - 3.23 

-· 

3. Raipur 3.67 - 3.67 
4. Indore 7.33 - 7.33 
5. · Bhribaneswar 0.82 0.11 0.71. 

Total 15.47 0.38 15.09 

·an this being pointed out by Audit, the concemed·post masters .accepted 
the facts. 

Audit carried out a survey in August 2006 by posting· test letters iri 21 
circles .. to verify whether due postage was calculated by the sorting assistants. 
Audit posted 750 letters with n:o postage or with less postage. Audit observed that 
the due postage was not calq1lated and collected on any of these letters. This may 
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have become an endemic source of loss of revenue for DoP and can be attributed 
fo inadequate monitoring by the sorting assistants and post masters. 

1.8 Sorting 

. Sorting offices perform detailed sorting of mail received from post offices. 
Sorting offices function round the clock in two or three shifts. Departmental 
instructions stipulate that there should not be any transfer of unsorted mail from 
one shift to another for more than five occasions in a month and even in such 
cases, the quantum of each transfer.should not ·exceed five to ten per cent of the 
total mail handled in the shift. Excessive transfers of unsorted mail from one shift 
to another shows less than optimal performance by the sorter and results in delay 
in transmission of mail. Audit noticed that there were shift to shift transfers and 
consequent delay in transmission and delivery as discussed below. 

1.8.1 Delay due to holding of mail 

Audit scrutiny in 21 circles disclosed that mail remained unsorted at the 
end of each day due to shift to shift transfers. Further test check in nine circle 
revealed that the pendency of mail ranged between 10 per cent to 83 per cent at 
the. end of a day due to shift to shift transfers. Such transfers were abnormally 
high in Assam, Kerala and Orissa as shown in Annexure-1. This resulted in delay 
in sorting and delivery of mail. Audit further observed that the records pertaining 
to shift to shift transfers were not maintained in 12 circles. 

On this being pointed out by audit, it was stated by Senior Superintendent 
of RMS Koehl and Orissa that shift to shift tran~fer of mail was due to shortage of 
staff, late running of trains, heavy rush of mail, etc. The ground of shortage of 
staff is not tenable in the face of declining mail traffic. Further, late running of 
trains in no way affects the sorting process in the mail office and he~vy rush of 
mail is only an occasional feature. 

1.8.2 Non-closure of unjustified mail offices 

DoP instructfons of December 1985 stipulated that a mail office shall 
handle a minimum of 30,000 articles and 500 registered articles per day. In 
November 2003, powers for closure/merger of mail offices with workload of less 
than the· minimum were delegated to the Heads of Circles. 

Audit observed that 65 out of 460 mail offices were not even handling 
10000 articles, which was far below the prescribed limit as· shown ii:l Annexure-
11. The number of unregistered articles handled by these offices ranged between 
1238 and 9993. · 

Further test check in Kerala, Orissa, Tamil Nadu and West Bengal circles 
showed that though mail traffic was below the norms in 10 mail offices, they 
continued to function resulting in avoidable expenditure of Rs 1.51 crore as 
detailed below. 

8 
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Name . of circle/ Expenditure incurred 
Mail office on running ten mail 

offices (Rs in lakh) 
Kerala 1.92 
Orissa 17.42 
Tamil Nadu 6.69 
West Bengal 125.03 

151.06 

1.8.3 Poor performance of Computerised Registration: Centres 

DoP prescribed a norm of 1000 registered articles per day to be handled 
by a sorting assistant working in Computerised Registration Centre (CRC). Audit 
observed that during the period January .to July 2006, 50 out of 100 CRCs were 
handling registered articles below the prescribed norms. It was further noticed that 
in 31 CR Cs, the nµmbei of registered articles was even less than 500. 

Continuation of these CRCs would entail avoidable expenditure on 
maintenance of office, rent, electricity apart from expenditure incurred on account 
of salary and wages etc. 

1.9 Speed Post 

. Speed post guarantees time bound and assured delivery of all inland and 
international speed post articles. The deficiencies with regard to speed post are 
discussed below. 

1.9 .. 1 Irregular grant of rebate to bulk customers 

As per the instructions issued by DoP in August 2001, rebate was to be 
allowed to only those bulk customers who signed the Speed Post contract. 
Departmental instructions (November 1995) stipulated that bulk customers of 
Speed Post were to be granted rebate of five per cent of the business if the 
monthly business ranged between Rs 10,000 and Rs 49,999 and 10 per cent for 
business of Rs 50,000 and above. As per terms and conditions of the agreement, 
customers would be served with monthly bills before 10th of the following month 
and they would be entitled to rebate at the above rates subject to the condition that 
they made payment by the end of the billing month.· 

Test check of the bill registers in 13 HOs in 10 circles revealed that the 
above condition of granting rebate to bulk customers was not being followed 
scrupulously and rebate was being granted to even those customers who failed to 
comply with the departmental instructions. This resulted in irregular grant of 
rebate of Rs 57.88 lakh as shown in Annexure~III. 

1.9.2 Failure to take advance deposit from BNPL customers 

In order to increase the market share for speed post by motivating bulk 
customers, department introduced in November 1990, the 'Book Now Pay Later' 
(BNPL) scheme. Speed post customers who provide an average monthly business 
of Rs 5000 or more can be provided with BNPL facility against a deposit, 
equivalent to the .value of two months' transactions. Under this scheme, customers 
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need not. make payment at the time of booking; instead they could make payment 
at the time of presentation of bill which is to be issued by l01

h of the following 
month. 

' . -- . . . 

Scrutiny of records by Audit in 12 HPOs revealed that BNPL facility was 
allowed to the custom~rs without taking advance deposits from them resulting in 
accumulation of outstanding dues amounting to Rs 1.36 crore during 2000-01 to 
2005-06 as shown in Annexure-IV. DoP stated that the services were allowed 
with the intention of enhancing the. business . and to meet the challenges from 
private couriers. Department's failure to take advance deposits was fraught with 
the risk of non-realisatio"n of.dues from the customers. . 

1.10 Business post 

The.Department launched Business Post with effect from 1- January, 1997 
in order to meet the specific needs of bulk customers. It provides value addition to 
. all traditional services offered~ by the Post in the form of collection, insertion, 
addressing, sealing, franking, etc. Departmental instructions stipulated that 

. postage for the mail items as well as the charges for the Business Post activities 
should be realized from the customers in advance; . . 

Test check by Audit in _eight HPOs revealed that the Business Post facility 
was ·extended to the customers without taking advance. This resulted in 
accumulation of outstanding dues of Rs 2.02 crore d~ring 2000-01 to 2005-06 ~s 
shown · in Annexure-V. DoP stated that the services were allowed with the . 
intention of enhancing the business and to meet· the challenges from private 

· couriers. Department's failure to take advance depositsis fraught with the risk of 
non..:realisation of dues from the customers. 

1.11 International Post 

The facility for sending mail to foreign countries has been provided by the· 
DoP at its Foreign Post Offices and sub:-Foreign Post Offices. Audit observed the 
following deficiencies in the management of international mail.· · 

1.11.1 Non-collection of terminal dues 

Letter Post Manual of the Universal Post Union specifies that the detailed 
accounts for collection of terminal dues i.e., pay~ent for the costs incurred for 
international mail received from the dispatching administration, should be sent to 
the debtor administration 1 within one year of the closure of accounts. . 

Audit scrutiny of the records of Director, Airmail Accounts Office; Postal 
Directorate revealed that the terminal. dues amounting ·to .4~73 lakh Special· 

· Drawing Rights (SDR)2 (one SDR = Rs.60) ·i.e. Rs 2.84 crore pertaining to the 
period from 1999 to 2004 were pending against 23 countries. No detailed 
justification for. pendency was furnished to audit by the department. 

1 Debtor administration is the one which owes terminal dues to the other administration being the 
difference between the letters sent and received . 
2 SDR - An international type of monetary reserve currency created by the International Monetary 
Fund which operates as a _supplement to the existing reserve of member countries. . · 
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On this being pointed out by Audit, DoP stated that settlement of terminal 
dues was a continuous process. The reply is not __ tenable as the dues should be 
settled promptly and should not be allowed to remain outstanding for such a long 
peri_od. 

1.11.2 Deficiency in agreement with UAE 

The instructions issued by Ministry of External Affairs (MEA) stipuiated 
that foreign aid agreements and commercial agreements required prior approval of 
MEA. 

DoP entered into an agreement· for Express Parcel Service in December 
2001 with UAE (Emirates Post). As per the agreement, both the administrations 
agreed to apply the imbalance rate3 of 3.5 SDRs inclusive of all charges 
concerned per express parcel. 

Audit observed that DoP signed the agreement without the prior approval 
of MEA, which was mandatory. DoP had fixed rates for delivery of inland speed 
post articles based on the weight of speed post articles and distance to be.covered. 
As per the rates fixed by DoP. the rates for sending inland speed post of maximum -
weight-covering maximum distance would cost Rs 1,785. However, according to 
this agreement ohly 3.5 SDRs i.e. Rs 210 were to be paid for any article· 
irrespective of weight_ and distance. •It was noticed that agreement was signed 
without taking into account this crucial weight and distance element. This resulted 
in loss of Rs 9.15 crore during the period February 2002 ~o December 2002. This 
agreement was terminated in December 2002. 

On this being pointed out by Audit, DciP accepted the loss only to the 
extent of Rs 3.18 ci"ore. It was further stated that the disciplinary proceedings 
against the then_ Secretary (Posts) and disciplinary case against the then 

_Additional G.M. (J3D) was under process and the same had not been finalized as 
yet. 

The reply with regard to amount of loss is not tenable as the calculation 
worked out by Audit was based on the distance and weight elements, which were 
not taken into account by DoP. 

Recommendation 

DoP should ensure that norms prescribed for handling of articles in mail 
offices and Computerised Registration Centres are strictly adhered 'to. 

DoP should take steps to make its operations relating to premium services 
more competi#ve by ensuring timely delivery. 

Departmental instructions for grant of rebate and collection of advance 
- from BNPL and business post customers should be scrupulously followed. 

3 The administration which has received a larger quantity of international express mail items than 
it has sent during that year shall have the right to collect from the other administration as 
compensation, an imbalance charge for the surface handling and delivery costs it has incurred for 
each additional item received. 
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1.12 . Settlement of complaints and customer satisfactiOn 

For. better customer satisfacti.on public complaints should be attended to 
promptly. As per DoPnorms, the maximum period for settlement of complaints is 
three weeks for unregistered mail, 15 days for speed post and 12 weeks for 
Registered/Insured letter mail. DoP made the system of registration of complaints 
on-line in March 2006. · · · 

.. Quarterly analysis of complaints received, settl~d and pending for the .· 
. quarter ending March 2006 disclosed that maximum number of complaints were 
received in respect of registered letters and speed post. The position of settlement 
of comptaints in respect of these two major items (for quarter ending March 2006) 
is given in the table below: · 

Item Opening Received Total · Settled Pending 
Balance 

Registered 14,637 50,719 65,356 . 49,391 · 15,964 
Letters (24.43 %) 
Speed Post .4,456 32,073 36,529 31,968 4,561 

(12.49 %) 

Thus; a significant portion ·of co~plaints received during the quarter remained 
unsettled. The major postal circles ·contributing to these complaints were 
Maharashtra, Tamil Nadu; Karnataka and Delhi. 

. . . . . 

Audit scrutiny of records revealed that 33,658 complaints were pending as 
on March 2006 in respect of various· postal services. Age wise analysis of these 
C()mplaints is given in the table below: · · 

Nature of . Total pendin, 
complaint Below3 3 to 6 6to 12 More than Total 

months months months 12 months 
Unregistered mail 712 169 19 0 900 
Speed Post. ·3458 999 96 8 4561 
Registered letters 14207 1563 134 60 15964 
Insured letters 503 74 5 4 586 
Unregistered parcels 81 6 .3 2 92. 

· Registered parcels 3254 536 8 140 3938 
Insured parcels 47 0 0 0 47 
VPP articles 6263 1182 123. 2 7570 
Total ·28525 4529 388 216 33658 

Audit observed that the Post offices did not mainta:ln complaint registers 
. to show the number and nature of Complaints received, disposed and pending in 
the Post Offices. The compendium on Processing .· and Disposal of Public 
Complaints prescribes that the inspecting officers during the course of 
inspection/visit should review this register and record their remark in the Order 
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Book. There was no provision in the software package with the customer care 
center for recording complaints on unregistered articles necessitating maintenance 
of a separate register manually .. 

1.13 Computerisation of mail operations . 

In order to improve quality of services and to meet the growing challenges 
from couriers, it was imperative that DoP formulated an IT policy to streamline its 
mail operations and ensure better customer service. 

1.13.1 Inadequate computerization in the Tenth Five Year Plan 

The Tenth Five Year Plan envisaged computerisation and networking of 
all Head Record Offices (HROs), CRCs and Transit Mail Offices (TMOs). DoP 
developed three standalone software packages to handle the operations of HRO, 
CRCandTMO. . 

The Standing Finance Committee (SFC) recommended an expenditure of 
Rs 4.35 crore for computerization of HROs, Rs 15.94 crore for CRCs and 
networking and Rs 0.38 crore for track and trace system of accountable articles in 
February 2003. 

It was noticed that Rs 1.31 crore incurred on computerization till March 
2006 was largely unfruitful as there was negligible utilization of these three stand 
alone software packages and the computers were used only for routine work of 
typing, etc. 

1.13.2 Idling of hardware 

Under computerisation of post offices scheme, computer and peripherals 
were provided to the sub offices by the DoP. 

In order to ensure that there was no delay in installation of computers, it 
was imperative that sites were kept ready. Audit scrutiny of records revealed 
hardware worth Rs 6.72 crore procured during. 2004~05 to 2005-06 in the 
following circles remained idle as of August2006. 

S.No. Name of Circle/PO Value of hardware lying idle 
(Rs in crore) 

1. Assam 0.20 
2. Bihar 0.05 
3. Chhattisgarh 0.05 
4. Gujarat 6.16 
5. Jharkhand 0.07 
6. Maharashtra 0.10 
7. Orissa 0.06 
8. West Bengal 0.03 

6.72 

On this being pointed out by audit, it was stated that installation was held 
up for want of requisite accommodation and supporting equipment. 
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1.13.3 Information technolOgy security related issues 

Computer security guidelines issued by DoP in May 2001, July 2001 and 
July 2004 stipulated allocation of specific user IDs and passwords, regular 
revision thereof and effective controls thereon. 

1.13.3.1 ·Deficient password system 

As _per these guidelines, the passwords used to· gain access to the packages 
and the system resources should not be easy to guess, should be changed regularly 
and should comprise a minimum of eight alphanumeric characters. 

Audit scrutiny revealed the following deficiencies in password procedures 
in all the 21 circles: 

~ the system accepted passwords of single character, 

~ the user IDs and passwords were not changed, 

~ the system did not provide controls against unauthorised attempts to login, · 

~ the system did not generate log reports on unauthorised attempts. 

On this being pointed out, Senior Postmasters/ Postmasters of the 
respective Post offices replied that suitable instructions would be issued to follow 
the guidelines issued by DoP. 

1.13.3.2 Non formulation of disaster recovery and business continuity 
plan 

DoP had issued orders for taking regular backup of data but did not have a 
documented disaster recovery and business continuity plan for all its 
computerized activities. Audit scrutiny in 21 circles showed that even the orders 
issued for regular backup of data were not being followed. It _was also observed 
that the backup data was not being reviewed periodically in order. to ensure that 
there was no problem in data retrieval. The backup data was also not stored in off 
site locations. · 

Recommendation 

DoP should integrate all the three stand alone· software to avoid duplicate feeding 
of data and delays. Security related issues should also receive priority attention. 

. 1.14 Mechanisation and modernisation 

Mail processing and delivery is the core activity of DoP. To.undertake the 
task of expeditious sorting, transmission and delivery, DoP proposed to 
mechanise the mail processing system. in order to achieve the objective of 
mechani_zation it was imperative that the DoP considered and implemented 
standardiz;ation of mail, availability of adequate infrastructure and complete study 
of the pros and cons of the project. Audit observed that there were qeficiencies at 
each of the stages which resulted in under-utilisation of machines introduced. 
These deficiencies are discus.sed below. 
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1.14.1 Underutilisation of Automatic Mail Processing System 

To modernize and cut down delays in sorting of mail, DoP installed 
imported· automatic mfill processing system (AMPC) at Mumbai and Chennai 
costing Rs 42 crore in April 1993 and August 1995 respectively. 

The under utilisation of AMPC Mumbai.was commented in paragraph 3.1 
of the report of Comptroller and Auditor General of India for the year ended 31 
March 1994. The department in their reply to the Public Accounts Committee 
(PAC) stated that with the introduction of machineable three flap inland letter 
card from 1995, the output of AMPC would increase substantially. 

Audit scrutiny of records (April-August 2006) in AMPC Mumbai and 
Chennai showed that against the projected target of sorting 9.88 lakh and 8.40 
lakh mail daily, only 3.32 lakh mail were being sorted at Mumbai and 2.37 lakh at 
Chennai. Audit obserVed that even after lapse of more than 10 years from the date 
of installation of AMPCs, DoP did not achieve the envisaged target and only one 
fourth of the capacity of these machines was being utilised. 

On this being pointed out by Audit, it was stated that due to non­
availability of adequate quantum of machinable mail, these machines could not be 
utilised to the · optimum level. It was further stated AMPC authorities had . 
appealed fo various companies, banks, firms, Government offices to make their 
mail machinable. · 

Thus, the. modernization efforts of the Department, after incurring 
expenditure of Rs 42 crore on procurement of AMPCs, did not yield the desired 
results as AMPC did not have sufficient machinable mail to process. · · 

1.14.2 Under utilisation of Culler-Facer-Canceller (CFC) machines 

The Culler-Facer-Canceller (CFC) Machine performs the functions of 
segregating, facing and canceling. The primary function of these machines is to 
segregate or cull machinable mail for processing through AMPCs. Two CFCs 
each were procured and installed at AMPC Mumbai and Chennai in July 2002 at a 
cost of Rs 18.25 crore. 

Audit scrutiny (April-August 2006) of records in Mumbai and Chennai 
revealed that against the projected target of 7 lak:h and 2.34 lakh per day only 
35,281 and 7762 mail were received at AMPC Mumbai and Chennai respectively 
during 2005-06. The percentage of mail culled through CFC per day was 6.80 per 
c . M b . d 1 46 . . Ch . h . h bl b 1 entm um aJ. an percentm enna1 as s own m t e ta e eow. 

Name of the unit Projection. Mail Mail Percentage of 
of. mail to received culled mail 
be received per day through processed by 
as per EFC CFC per CFC w.r.t no. 
per day day. of mail 

received per 
day 

CFC Mumbai 7,00,000 518605 35,281 6.80 
CFC Chennai 8,40,000 530500 7,762 1.46 
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On this being pointed out by Audit, it was stated that due to various 
difficulties like non-fixing of postage stamps at proper place as per the 
specification of the machine; non-detection of embossed stamps, etc, the 
projected targets could not be achieved. 

Thus the expenditure 6f. Rs 18 .2_5 crore on procurement of four CFC 
machines for automation of mail processing did not yield the desired results due 
to the failure of the department to adequately publicise the need for using 
standardized postal stationery and make the public aware of the advantage of such 
an automated system. 

1.14.3 Deficient management of AMPC projects at Delhi and Kolkata 

The project for AMPC Kolkata was approved by EFC in May 2001 at a 
cost of Rs 40.63 crore and was to be completed in two phases by 2002-03. Phase-
1 of the project was to be taken up during 2001-02 at an estimated cost of Rs 
27.02 crore and Phase II during 2002-03 at an estimated cost of Rs. 13.61 crore. 
However, due to escalation in cost from Rs 27 .02 crore to Rs 33.20 crore i.e. more 
than 20 per cent of the approved cost, the project could not take off as the 
guidelines of February 2002 of Ministry of Finance stipulated that if the costs 
increased in excess of 20 per cent, the matter was to be re-submitted to the EFC 
along with Revised Cost Estimate (RCE). The AMPC. project for Kolkata was 
again approved by EFC. only in May 2005 at an estimated cost of Rs 41.90 crore, 
along with the AMPC project for Delhi at a cost of Rs 42.37 crore. The projects 
were to be completed in the final year of Tenth Five Year Plan period i.e., 2006-
07. 

. Audit observed that DoP incurred an expenditure of Rs 5.68 crore as of 
August 2006 on ·the construction of buildings at Delhi and Kolkata. Chances of 
implementation of the project within current five year plan (upto March 2007) 
were remote as the ininimum projected time requirement for commissioning of 
the project was 15 months from the date of issue of global tender. Audit observed 
that only technical specifications were finalized and global tender had been issued 
as of August 2006. 

1.14.4 Non-integration of weighing scales with MPCMs 

DoP procured 1846 weighing scales at a cost of Rs 1. 70 crore for its 
attachment with multi purpose counter machine (MPCM) during 1997-98 to 
2001-02. The purchase order stipulated that the vendor was responsible for 
connectivity of these weighing scales to the MPCMs by integrating the weighing 
scales with the software of the department. The main justification for procurement 
of these weighing scales was that the sensors attached to these weighing scales 
would weigh the articles automatically instead of the weight being fed manually 

· in the MPCM. 

The vendor failed to integrate these weighing scales with the MPCMs. As 
a result, the weights were fed into the system manually_ defeating the purpose for 
which these weighing scales were procured. · 
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DoP accepted. the fact that the machines were not attached with the 
MPCMs and the weights were fed into the system manually. 

1.14.5 Non-installation of electronic weighing scales 

As a part of modemization programme during the Tenth Five Year Plan, 
DoP proposed in March 2005 to provide Electronic Weighing Scales tci the Post 
Offices covered under computerisation networking. 

. . . . 

· DoP ·placed purchase orders for 5232 electronic weighing scales of . 
different· specifications in March 2005~ The purchase order stipulated that the 

· weighing scales were to be certified . and stamped by Weights and Measures 
Departnientt() the effect that they conform .to IS 9281. 

. . . 

It was noticed that out of 1259 weighing scales received 'in Kerala circle 
during August to November 2005, only 196 scales were installed leaving a 
balance of 1063 scales as the required certificates were not furnished by the 
suppliers. Seventy Four scales received in damaged condition, were neither 
replaced nor repaired by the vendor. Further, these 196 weighing scales were not· 
connected to the MPCMs due to non-integration with the 'Meghdoot' softw;rre. . 

r ·. . . 

Thus l063 weighing scales costing Rs 86.51 lakh received betwee~ 
Augustto November 2005 remained uninstalled for more than a year. Moreover, 
the r~placement of self indicating weighing scales by Electronic Weighing Scales 
could not be achieved:· 

Recommendation 

DoP should take ·more effective steps io standardize the mail to ensure that 
Automatic Mail Processing Centres and Culler Facer Cancellor machines are 
optimally utilized. DoP could start with its registered mail sector. · 

1.15 CONCLUSION 

During the period 2000-01 to. 2004-05, there was 48.12 percentage decline 
in mail traffic. However, there was no commensurate redeployment of staff 
strength. There were delays in all stages of mail operations, like collection,. 
sorting, transmission and delivery of mail. This was also corroborated by the 
National Test Letter Run Report of 2005 which showed that only 55 per cent of 
mail was delivered within the prescribed norms for delivery. On an average, 25 
per cent mail remain~d unsorted at the end of a day due to.shift to shift transfers 
which resulted in delay in sorting and delivery of mail. · 

There were instances of leakage of revenue as DoP allowed. BNPL and · 
business post facilities to the customers without taking advance deposits from 
them. · 

A total of 33,658 complaints were pending beyond the stipulated norms of 
settlement. Department's failure to address the complaints expeditiously can lead 
to further dissatisfaction to customers. 

The main objective of computerization was· not achieved ·as the data 
relating to accountable articles in the course of its journey from booking to 
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delivery was not integrated. The installation of Automatic Mail Processing 
Centres and Culler Facer Cancellors did not yield the desired results as these 
machines remained grossly underutlised due to lack of sufficient machinable mail. 
The department needs to address these issues urgently to improve its mail 
operations. 
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ANNEXURE-1 . 
(Referred to in paragraph 1.8.1) 

Sh'ft t Sh'ft T I 0 I ti d f ffi d rans er per ay m sor m2 o ices 
Volume of Volume of mail 

· mail received held up 

Assam 16001 10275 
Chhattisgarh 175819 1826 
Maharashtra 85615700 5515100 
Uttaranchal 30644 3740 
Madhya Pradesh 42158 7120 
Ker ala 693080 368743 
Orissa · 39449724 32772490 
Punjab 42640337 4160900 

Delhi 128177591 . 326000 

Report No. 1 of 2007 

urm2 2005 06 -
Percentage of mail 
held up 

64.21 
1.04 
6.44 

12.20 
16.89 
53.20 
83.07 
9.76 
0.25 

Source : Registers · maintained in mail offices to show the details of articles 
received, transferred from the previous shift, disposed off in the shift and 
transferred to the next shift 
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ANNEXURE-11 
(Ref erred to in paragraph 1.8.2) 

H di" ft ffi b "I ffi an mgo ra 1c 1y mai o ices 

CIRCLE S.NO. NAME OF MAIL OFFICE UNREGISTERED REGISTERED 

ANDHRA PRADESH 1 Hindupur RMS 2807 202 
2 AdoniRMS 2022 193 
3 NandyalRMS 9861 442 
4 Chittor RMS 6879 648 
5 GudurRMS 3782 766 
6 Chirala Stg 5181 346 
7 Viiayna~am RMS 1965 450 

ASSAM 8 Lakhimpur RMS 6355 700 
9 Karimganj RMS 4965 262 
10 DimaurRMS 2298 1140 
11 Mariani RMS 4477 629 
12 LumdingRMS 3349 211 

CHHATTISGARH 13 Chindwara RMS 6772 631 
14 J a,gdalpur St,g · 4739 362 
15 Raigarh RMS 5854 609 

GUJARAT 16 Amreli Stg 8368 305 
17 DholaRMS 3108 194 
18 Ghandidham RMS 9324 938 
19 Porbandar RMS 7240 401 

HARYANA 20 PanipatRMS 8038 470 
21 SonipatRMS 7238 1240 

HIMACHAL PRADESH 22 Una Stg 5446 713 
23 Hamirpur Stg 6161 585 
24 Kalka RMS 4156 681 
25 RampurStg 1902 310 

JHARKHAND 26 Sahib,gani RMS 7109 509 
27 Mahdupur RMS 9993 746 
28 KodermaRMS 6784 525 
29 Hazaribagh Rd RMS 9054 1085 

KARNATAKA 30 Kumta Stg 7344 847 
31 Arsikere RMS 6796 439 

KERA LA 32 Muvattupuzha Stg 6191 . 764 
MAD HY A PRADESH 33 Bina RMS 5035 325 

34 Betul RMS 3706 379 
35 KhandwaRMS .8244 624 
36 NeemuchRMS 2730 256 
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37 Mandsaur RMS 8504 514 
38 SatnaRMS 9513 850 
39 Rewa Stg· 6825 605 
40 Chattarour Stg · 5154 421 
41 PairiaRMS 1238 212 

MAHARASHTRA 42 Karad Stg 4722 667 
43 ManmadRMS 4657 559 
44 Parbhani RMS 8675 781 

ORIS SA 45 Puri RMS 8929 473 
46 Kendrapada Stg . 6843 1113 
47 Keonihargarh Stg . 6348 131J 
48 Dhankanal Stg 8871 965 
49 Baripada Stg · . 8310 816 
50 Jaipur RMS 8308 1453 
51 · BhadrakRMS 9900 893 
52 Balasore RMS 9195 1727 
53 Rayagarh RMS 4297 582 
54 Parlakhemundi Stg 2375 262 
55 Phulbani Stg 3185 300 
56. Balangir Stg 6200 512 
57 Titalgarh RMS 1975 232 

PUNJAB 58 DhuriRMS 6440 632 
59 RoparRMS . 9749 901 

RAJAS THAN 60 Dungarpur RMS 7339 472 
61 Pali Stg ·7384 834 

TAMILNADU 62 Pattukotai Stg 7070 207 
·63 Virdachalam RMS .8562 846 
64 U dagamandalam Stg 9089 705 
65 Kovilpatti Stg 4465 434 
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ANNEXURE-ID 
(Referred to in paragraph 1.9.1) 

Statement showing irregular grant of rebate to bulk 
customers 

Discount 
SI.No. Name of circle Name of the HO allowed 

(Rs in lakh) 

1 Andhra Pradesh Vishakhapatnam 4.72 

2 Assam Guwahati 1.75 

3 Guiarat 11.77 

Jamshedpur and · 
4 Jharkhand Dhanbad 2.03 

5 Kerala Trivandrum · 3.33 

6 Madhya Pradesh 10.88 

7 Maharashtra Pune 0.23 

8 Orissa Bhubaneswar 3.23 

9 Tamilnadu 
Chennai 

2.58 
Coimbatore 

10 West Bengal 
Howrah 

17.36 
Kolkata 

Total 57.88 

. Source : Registers showing the total number of articles booked 
on each day of the month 
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(Referi:ed to in paragraph 1.9.2) 
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Statement showing outstanding amounts against BNPL 
customers 

S.No Name of the Circle Amount 
(Rs in lakh) 

1 Andhra Pradesh 2.96 
2 Assam 13.97 
3 Bihar 1.88 
4 Chhattisgarh 15.42 
5 Delhi 25.50 
6 Kerala 11.67 
7 M.P Circle 16.58 
8 Maharashtra 27.80 
9 North East 0.76 
10 Orissa 1.88 
11 Punjab 3.02 
12 Rajasthan 3.22 
13 West Bengal 11.90 

Total 136.56 

Source : Registers maintained to show the BNPL deposit~ 
realized in advance 
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ANNEXURE-V 
(Referred to in paragraph 1.10) 

Statement showing non-recovery of postage in 
advance for mail items from the customers 

.S.No Name of the Circle Am~unt (Rs in 
lakh) 

1 Andhra Pradesh .12.80 

2 Assam 23.17 

3 Chhattisgarh 1.10 
4 Gujarat 11.88 
5 Kerala 8.34 
6 Maharashtra 40.35 
7 Orissa 3.96 
8 Tamilnadu 100.00 

Total 201.60 

Source: Registers maintained for entering the ~etails 
pertaining to business post activities, available in 
business post centres. 
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CHAPTER2 
MINISTRY OF COMMUNICATIONS AND INFORMATION 

TECHNOLOGY 

~~rfoi:mili~_Au~t~9f iVl?Ji!!g~_111e~!_ciiJ:asli iiij~st Qfflc~_s _J 
liiiG:HI;iG-J!1~-~ 

r - ----- --------------------------- -----~-------------------.--i > 57 per cent of the post offices test checked were found to retain cash 
knuch in excess of authorized maximum limits. The problem of 
t~!~!l!i~!l_ Qf _exc~~~-c_!!sh ~~lap.~~- wa~ _lll~re_§~_y~re i!l !1~~4Jl~~t Q_ITi~~~J 

·(Paragraph 2.7.1.2) 

> pivisional heads-railed to-exercise adequatecoiliJ.01 aiici monitoring 
bver the post offices. Thirty eight percent of head post offices test 
~hecke_d d_i_!!_!!o~ _ St:l!_c!_~~~~y --~~te_!llel!t of cash to the DivisiQ_nal 
heads~ 

(Paragraph 2.7.1.3) 

> l!\n -amounToi R8 1.9o-crore-was-paid-ascieman<l-ciraiTcliarges- t~ 
banks by 23 HPOs and their sub offices under 10 circles during th~ 
period 2003-06. This expenditure could have been minimized had th~ 
sub-post offices heel!_ del~gatt:d_P.ow~i:~- !_Q__!J_!"~W/ i:~l_!!it _~~~~_dii:e~!!I 
froillfi!!!C!!h~h~J!ks~ 

(Paragraph 2.7.1.4) 

> Securiiy--arrangemeiits-ln-post offices--were-f"ound iiiadequate.--Larg~ 
cash amounting to Rs one crore or more was retained overnight in' 
post offices without providing an armed security guard. Such ~~ 
~rr~J!gement_i~_ fr.a!J.gtit with t!t_~_ seri~µs r~sk of th~f! _ ~I!_d __ rob~~!YJ 

(Paragraph 2.9) 

> ~eak internalcontrols were resulting in-large number of suspected 
frauds and theft of cash in post offices. More than five thousand case~ 
of loss and fraud were registered in the department during th~ 
period 2003-04 to 2005-06 involving an a11101~nJ of ~ 3~. 73 ~rnre, Qut 
of wl!!~h only 342er cent was recovere4~ 

(Paragraph 2.10.1) 
r--------~. ~ . _______......, > r; ,625 cases of loss and suspected fraud were pending for settlement at 
the end of March 2006. Out of this, 63 per cent cases i. e. 4,816 cases 
~ere pending due t~ ___ p.on __ ~QlllPletion of deP.artmenta( 
~roceedings/iny~stigationsj 

(Paragraph 2.10.2) 
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~ L:in-amoinii- of :Rs-1,819 -crore-remaiiieCI Ull1inkecl in-the--i)ank scrolls 
I , 
~nd Rs 3,934 crore in the post office schedules in respect of drawing~ 
from banks at the end of March 2006. Similarly, an amount of 
Rs 4,645 crore remained unlinked in the bank scrolls and Rs 4,906 
Frore in the post office schedules in respect of remittances into banks~ 
;Delays in reconciliation with the bank and clearance of unlinlfec! 
~~l!n~ is Q:~l!ght JYiJ:!i tl1e risl~J!Lfr_auq !!!id ~l!!~~z_zlem~~tr-

(Paragraph 2.8.2) 

SUMMARY OF RECOMMENDATIONS 

~ Cash balance limits should be reviewed regularly and revised for 
ensuring better cash management in post offices 

~ Effective measures should be taken to retain the cash balances within 
the authorized limits through better coordination, effective 
monitoring and by allowing post offices with large cash transactions 
to· deal .with banks directly and issue cheques instead of makin~ cash 
payment. 

~ Reconciliation of unlinked items in the bank scrolls and post office 
schedules in respect of drawings from banks/remittances into banks 
should be ensured at the earliest to clear unlinked items. 

~ Security arrangements should be beefed up in post offices retaining 
substantial amount of cash overnight. Departmental instructions 
pertaining to provision of security should be reviewed and revised 
keeping in view the huge cash balances maintained in the post offices. 

~ In~eirnal control and monitoring should be strengthened in view of the 
large . number of frauds in Savings Bank operations and cases of 
theft/robberies in post offices. · 

2.1 INTRODUCTION 

The Department of Posts (DoP) provides a range of basic postal services 
to its customers through its postal network, together with agency services like 
banking and insurance. DoP receives cash for renderin~ various services through 
the sale of postage stamps and stationery; agency services and deposits in various 
Post Office Savings Bank and other accounts. The cash so collected is remitted at 
the end of the day through account bags* to the concerned head post offices 
(HPOs) by the post offices under their accounts 'jurisdiction after retaining the 
authorized balance of cash. The HPOs remit the cash through account bags to the 
deficit post offices under their jurisdiction to meet their liabilities. For this 
purpose, the HPOs use the cash colleeted from the . counters and from the post 
offices under their jurisdiction. In case, the available cash falls short ·of the 

* account bag - used to transport cash and other articles between a sub-office and its HPO. It 
contains cash bags and articles, documents, etc., connected with accounts as well as 
correspondence unconnected with accounts. 
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. amount to· be disbi.JTs~d, c~sh is withdrawn from the banks with which the HPOs 
· have currentaccouni~·. Smpfos cash is deposited in the banks by the HPOs. The 
objectives of effective cc;ish mi:l.nagement are to ensure .availability of liquid cash, 

.. proinptiibs/a~cur~cyin accouritin,g, and safety. . ·.·· . . 

2.2 ORGANIZATIONAL SETUP 
DoP u~der the. Ministry of Communications anci. Irifofiuation Technology 

is m~maged:-·by die' Postal~eryice~-.Boru;ci c01liPrisi11g· :the Ghaimian. a11d three 
.. Members (Operations; Deveipplneni and 'PersofineI):'.neplity'bliectqrs General; 

.. Directors. a.JJ.d Assistant Directbrs Generaf provide necessary :supp·ori: to the Board 
at.the .H~adqµ~er~-: ·-. ·~ .·· - · .· ·· · ·- ... , : 

The ent~e cqµJ.ltry has ·been divided)nto 22·postal .Circles and :ea~h circle .· 
. i( he~cied ',by:· a Pri.iicipa1 ·· Chief ~ostmaster Gei).eral/Cl:Jj¢f · P9stmaster ·General: • 

.. f:ach )>µ-cle i~ divided _into. ~egions compdsirig ·groups, of \field units;.· called . 
. divisions (Postalanci :Railway: Mail Service J>ivis101is ). Each region is headed by .. 

. a Pqstmastet_Gen¢raf Wl1.().iS the:pO-st rnan~ge:rofthe area~ The:post offices are 

.· headed by <Postniasters who are>under the supervisiori of Superintendents of Post 
... ·Offices ·(SPQs). ·Posf offices _iii' the country are categorized as:head,. sub and 
. brapchpost.offices~ A.He~dPost.Office·· is the 'illain:office:_Of a group of post 

offices tonsistillg: o(its¢lf (lild . a; rtl),ii:iber of sub:'post of~ices and branch: post ·.· 
: offices which have bee# pfacecl. under Its ·.accounts jurisdiction. There are . 
. altogether l;?S,516 post offic~(:as:•on 31 March :ioos®~; ol.J,t of which 822 are 
HPbs; -25113:.departrri:ental-.sub~pos('offices;· 2,393· extra-departmental sub~post 
offices and 127183.branclljJost 'offices. . 

2.3 . SCOP~ OFAUb~T . .· . 

· . Perforniance audit of "Management of Cash in Post Offices" was carried 
out. during· April to July 2006 · c;overing- the ·transaction~ for the years 2003-:04 to 
2005-:06 in 'Selected' post offfoes . under 21Postaf Circles/'. except Jamniu & 
Kashmir Postal ci1:'.Cle. . Altogether 58 HPOS, 115 departmental ·. and extra 
departmentalsub~pos.t officeS and 57 branch post offices along with the concerned 
Postal Accounts· Offices and· Divi~ional offices were audited. One HPO under 
each Region subject:to a n;iinimtiin oftwo.H.POs in a circle and one departmental 
sub-post-office, bne extra-tjepartll1ental sub-:post office anci one'branch posfoffice 

·. undereach I!PO were selecte~lfor. audit The sub and branch post offices were 
selected at random. . . . 

· 2.4 · AUDIT OBJECTlVES 
. . . 

The perforinance audit of Management of C!lshin Post Offices was taken 
.up. with a:vie\v to ascertain that . 

• Collection, retention., . disbursement and remittance of cash in post 
offices was efficient.find effective to ensure availability of cash for 
smooth functioning of post offices, minimize unnecessary retention of 

® The figures of 2005-06 is under compilation stage and not printed yet. 
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· cash in excess of prescribed. limits and render quality postal services 
to the customers,. 

~ . 

•. . Ca~h related transactions were correctly accounted for. and promptly 
settled. · · · 

• . Norms for custody and safety of cash in post. offices were being 
adhered; and 

• internal control mechanism was effective to rriinimise frauds, thefts 
~d misappropriation of cash in postoffices. 

2.5 AUDIT CRITERIA 

The following criteria were used in evaluating performance: 

• Norms pertaining to forecasting of cash requirement in post. 
offices, ·fixation of minimum and maximum cash/stamp balances 
and revision of authorized balances; 

• departmental rules pertaining w compilation and maintenance of 
accot1nting records, · custody and security of cash including cash­
in-transit; and 

• · prescribed · internal control measures including nornis on· 
inspectiot,1.S ·and checks .by departmental officers for . preventing 

· frauds and misappropriation of cash in post offices. 

2~6 AUDIT METHODOLOGY 

The audit. methodology . involved exainination of documents and 
discussions with the Management to evaluate. the management of cash in post 
offices based on the audit criteria broadly outlined earlier. ·A survey was also 
conducted by Audit to evaluate the customer satisfaction. . 

2.7 AUDIT FINDINGS 

The deficiencies observed· durin.g. audit with regard to retention and 
· accounting of cash, security arrangements, internal control system and customer 
satisfaction are discussed in the succeeding paragraphs. . . 

2. 7 .l · Retention of cash and stamps in post offices 

Departmental rules stipufate that Divisional Heads shall fix the maximum 
cash and stamp balances that can be held by a post office iinder their jurisdiction. 
Cash in excess· of the maximum limit should be remitted to the bank/cash offices 
on daily basis .. Ii1 ~ase it is necessary to keep cash in ·excess of the authorized 
limits'the reasons for keeping such excess cash should be recorded. Similarly, if it 

· is necessary· to keep stamps in excess of the authorized limits, the reasons thereof 
should also be. recorded. It ·was seen in audit that the above norms regarding 
efficient management of cash balances in post offices were not strictly observed 
as discussed in the succeeding paragraph.s. · 
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2.7.1.1 Non reyision of cash balance limits in post offices 

Departmental rules stipulate that ·Divisional Heads have to fix the 
maximum cash and stamp balances that can be held by each head post office, sub­
post office and branch post office under their jurisdiction. The maximum cash 
balance limit of a post office is the highest sum that it should ever be allowed to 
have in its possession. The maximum limit is fixed to avoid retention of 
unnecessary large amounts of money in the post offices without authorization. 

Audit scrutiny of 230 randomly selected post offices under 21 circles 
revealed that the cash balance limit was not revised in 154 post offices (67 per 
cent) though the cash transactions haq increased manifold in these post offices 
during the intervening period. Of these 154 post offices, cash balance limit was 
not revised in 64 post offices for last one to three years; in 55 post offices for 
three to five years and in 35 post.offices for .above five years. Cases of delay in 
fixations of cash balance.limit for more than three years are given in Annexure-1. 

In case of Chapra, New Delhi, Tumkur and Tiruchirapalli head post 
offices; Karcheliya, Rajnagai, Thuruvikkal and Jaintipur sub post offices and 
Venkode branch post office, maximum limits of cash was fixed seven yeais back 
which had not been revised though the cash flow in these post offices had 
increased substantially in view of revision of rates of postal stationery and 
increased business. Non-revision or delay in the revision of the authorized 
balances highlight failure of supervisory officers (SPOs) to closely monitor the 
working of post offices under their. control and take prompt action to revise cash 
balance limits, wherever necessary as per rules. . 
2.7.1.2 Retention of excess cash and stamps in post offices 

Rules provide that the cash in excess of the maximum limit fixed by the 
competent authority should be remitted to bank on daily basis. Excess retention of 
cash beyond the prescribed limits is not desirable on the reasons of security in 
post offices. Audit test checked the position of cash balanc·e in selected post 
offices· for two randomly selected months for each of the last three years (2003-
06). Audit scrutiny- in 230 post offices under 21 postal circles disclosed that· 57 
per cent of the post offices test checked did not.observe the prescribed maximum 
cash balance limit as per the details given in the table below: 

Type of Post offices . Number of Number of post 
post offices offices having 
test excess cash balance 
checked 

Head Post Offices 58 55 
115 58 
57 19 

Total 230 132 

Percentage of 
post offices 

. having excess 
cash balance 

94.83 
. 50.43 
33.3.3 
57.39 

The problem of excess retention of cash was more acute in 'Head Post 
Offices (HPOs) throughout the country as about 95 per cent of the HPOs test 
checked were found to be holding cash much in excess of prescribed limits. The 
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excess cash balance was retained without exhibiting any liability for the next day 
in the records of post offices. 

It was also noticed that against the authorized maximum cash limit of 
Rs 30 lakh in 2004-05 (enhanced to Rs 35 lakh in August 2005), the Raipur HPO 

. in ~hhattisgarh circle retained excess ca.sh balance between Rs 0.52 lakh to 
Rs 5.42 crore beyond the prescribed limits for 137 days out of 180 days test 
checked. 

HPO-AU under Uttaranchal circle retained excess cash between Rs 25.53 
lakh to Rs· 339.3_8 lakh for 136 days over and above the authorized maximum 
limit of Rs 20 lakh (enhanced to Rs 40 lakh in May 2004). HPO Land Munder 
Delhi circle with cash limits of only Rs 10 lakh and Rs 20 lakh retained cash up to 
Rs 1.51 crore and Rs 1.78 crore respectively. The position was also equally 
alarming in. HPOs which retained. large amount of cash much beyond their 
prescribed cash balance limits. 

Similarly, rules provide that every office is required to keep a stock of 
stamps which would be fixed by the Divisfonal heads of the concerned post 
offices. Audit scrutiny in 58 HPOs revealed that 37 HPOs (64 per cent) retained 
stamps (postage stamps, revenue stamps· and central recruitment fees) ranging 
from R_s 54 thousand to Rs 537 .23 lakh in excess of the authorized limits during 
the months of February and October of 2003-04 to 2005-06. 

· In reply, the postmasters in different circles st~ted that the main reason for 
excess retention of cash was receipt of cash from the sub-post offices, customers, . 
agents etc. after the banking hours. The reply indicates that DoP has not been able 
to address this persistent problem by ensuring better coordination between the 
HPOs and sub post offices, allowing more sub post offices to open accounts in the 
banks and working out special arrangements with the banks for depositing excess 
cash after banking hours, if necessary. Excessive retention of cash by post offices 
is not only irregular but also fraught with the serious risk of theft and robbery in 
the absence of adequate security arrangements in the post offices . 

. 2.7.1.3 Non-submission of statement of balances by the HPOs 

Each head post office is required to send a statement of cash balances 
every week to the Divisional heads· for scrutiny .. The Divisional head.s should 
cru:efully scrutinize the cash balance statement of all the HPOs under them and the 
cases of frequent retention of excess cash more than the prescribed limits by head 

.· post offices must be investigated. 

Audit &crutlny in 58 HPOs under 21 circles revealed that in 22 HPOs (38 
per cent) weekly statements of balances were not prepared and in another 10 

· HPOs (17 per cent) the statements were not submitted regularly to the Divisional 
heads. Annexure-11. In the absence of statement of balances, the Divisional 
heads failed fo monitor the cash balances and revise the limits wherever 
necessary. This also indicates weak internal controls of Divisional heads in 
monitoring the cash management in their subordinate offices. 
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2.7.1.4 Avoidable payment of demand draft_charges 

Audit observed that 23 HPOs and their sub offices under 10 circles paid an 
amount of Rs 1.90 crore as demand draft charges to nationalized banks on 
purchase of demand drafts· for reinittance of cash between post offices during the 
period from 2003-04 to 2005-06. This expenditure could have been ininirriized 
had the sub-post offices been delegated powers to draw or reinit cash directly 
from/into the banks. 

The Department perinitted (September 1994) the post offices with annual 
turnover of Rs 60 lakh and above to. open accounts with nationalized banks for 
their day to day cash transactions. '.fhis liinit was lowered to Rs 40 lakh per 
annum in October 2001. However, it was observed that in Maharashtra· Circle 
although · 68 sub-post offices having turnover of Rs 40 lakh and above were 
identified in February 2004 for opening or accounts with Banks but pending 
approval from the D.oP, the post offices were yet to open bank accounts as of July 
2006. Siinilarly, 21 sub-post offices having annual turnover of more than Rs 40 
lakh under Tiruvananthapuram North division in Kerala Circle were yet to open 
account with the banks. 

Further, it was observed that out of 224 sub-post offices (SO) under 14 
HPOs in five circles, only 40 sub-post offices were drawing cash directly from the 
bariks while balance 184 sub-post offices were drawing cash from the concerned 
HPOs although these sub-post offices had a nationalized. bank in their close 
neighbourhood. Circle-wise details of sub-post offices drawing cash from HPOs. 
inspite of having a nationalized bank in the near vicinity is given in the table 
below: 

Naine of the Number of No. ·of SOs having No. of SOs drawing 
Circle HPOs audited nationalized bank cash from the HPO·s 

nearby 
Andhra Pradesh 5 60 41 
Chattlsgarh 2 68 52 
Delhi 2 38 38 
Rajas than .2 22 17 
TamilNadu 3 36 36 
Total 14 224 184 

As the concentration of bank branches is much higher than the concentration of 
HPOs in the country, it would be logical to allow major sub post offices to open 
accounts with nationalized banks for their day to ciay cash transactions. 

2.7.1.5 Savings/deposits payments.made in cash instead of cheque 

. As per the provisions of Income Tax Act, payments exceeding Rs 20,000 
are to _be made through cheques. However, a test check in five HPOs in four 
circles as detailed in. the table below revealed that .in 232 cases payments in 
respect of sinall savings· transactions were made in cash. for amounts exceeding 
Rs 20,000 to customers in violation of rules: . 
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Name of the Circle Name of the HPO No of cases 
Assam Guwahati University 24 
Guiarat Gandhinagar 33 
Tamil Nadu Tiruvallur and Dharmapuri 162 
Uttaranchal Dehradun 13 

Total 232 
Recommendations 

• Cash balance limits should be reviewed regularly and revised, wherever 
necessary, for ensuring better cash management. 

• Effective measures should be· taken to retain the cash balances within the 
authorized limits through better· coordination,· effective monitoring and by 
allowing post offices with large cash transactions to deal with banks 
directly and issue cheques instead of making cash payments. 

2.8 Accounting of cash in post offices 

Head ·post office is the primary accounting· unit which renders accounts 
alongwith vouchers to the Postal Accounts office. The Postal Accounts office 
classifies· the expenditure head-wise and prepares classified abstract for each 
HPO. It also pairs drawings from/remittances into banks made by the post offices. 
Deficiencies noticed · iJ;l accounting of cash transactions are discussed in · the 
succeeding paragraphs. 

2.8.1 Huge amounts pending under suspense head 

Accounting procedures .prescribe that if any transaction cannot be 
classified to the correct head of account for want of details such as date of 
payment; name of the person to whom it was paid, head of account, etc., such 
expenditure will temporarily be classified to the suspense head and taken to the 
objection book. On .receipt of the details from the concerned postmasters, the 
same will be classified to the correct head and taken to the final· head of account. 

Test check of records in the Postal Accounts offices in 21 circles revealed 
that credit suspense of Rs 1,807.83 crore and debitsuspense of Rs 2,262.34 crore . 
\vere outstanding at the e~d of March 2006 for want of proper classifications and 
final settlement. Circle-wise details of outstanding b~lances under the Suspense 
head are given in Annexure-m. The total outstanding debit suspense for the year 
2005-06 had increased by 213 per cent over the previous year. The position was· 
alarming in the Maharashtra Circle since it accounted for 71 per cent of the total 
pending Suspense balances. Other circles having significant amounts under 
Suspense head are West· Bengal, Tamil Nadu, Uttar 'Pradesh, Jharkhand and 
Bihar. The amounts were pending for proper classification since the cash accounts 
submitted by the field units were not properly supported by relevant schedules 

. and vouchers. Continuance of huge amounts under suspense heads not only 
affects the accuracy of accounts but is also fraught with the risk of non-detection. 
of irregul¢ties ·for want timely. settlem_ent and reconciliation. In reply,. the Postal. 
Accounts offices. stated that action would be taken: to. clear the pending suspense 
balances. . 
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2.8.2 · Unlinl_{ed items in respect of drawings from bank and remittance into 
bank 

Drawings from and remittances into banks made by the post offices are 
adjusted by the banks against the balance of the latter. The . daily scrolls ·of 
drawings from/remittances into bank are prepared by the dealing bank separately 
in quadruplicate and one copy sent to the coricemed postoffice and two copies are 
sent to the 'focal point bank' with challans/cheques. The "focal- point bank" 
consolidates the scrolls received from various branches and prepares a main scroll 
and sends it to the Postal Accounts Office. The 'Postal Account office verifies the 
scrolls with the post office schedule.s and .notes the unlinked items in the registers, 

. one for the items included in the _PO schedules but not in the daily bank scrolls 
and the ·other for the it~ms included in the daily bank scrolls but not iii the post 
office schedules. 

Drawings from bank 

. Audit scrutiny in 21 Postal Accounts. offices. revealed that a sum of 
. Rs 1819.10 crore drawn from banks remained unlinked in the bank scrolls in the 
books of Postal Accounts offices at the end of March 2006. Similarly, dn1.wings· 
of Rs 3,934.40 crore from banks remained unlinked in the post office schedules. at 

. the end of March 2006. Substantial unlinked amounts of drawings existed in 
Maharashtra, Delhi, Bihar, Uttar Pradesh, Gujarat, and Andhra Pradesh. c4"cles.· 
Reconciliation work in respect of drawings from banks "in the bank scrolls and 
post office schedules had not been done in Chhattisgrh Circle since. 2003-04, in 
five : circles since 2004-05 and in nine circles since 2005-06 as shown in 
Anne:Xure-IV. 

Remittances into banks 

An amount of Rs 4645 .43 crore remitted into ballks remained unlinked in · 
the bank scrolls at the end of March 2006. Similarly, remittances.of Rs 4906.43 
crore remained unlinked in the post offi9e schedules at the end of March 2006. 
Large amounts of unlinked remittances pertained to Delhi, Uttar Pradesh, West 
Bengal, Kamataka, Andhra Pradesh, Maharashtra, Madhya Pradesh, Kerala and 

··. Jharkand. Reconciliation work in respect of remittances into ·banks in the bank 
. ~crolls and post office sch~ules had not been do,ne. in Chhattisgarh and Madhya 
Pradesh Circles since 2003-04; in six circles since 2004-05 and in seven circles 
since 2005~06. . 

Circle-wise details of amou~ts remaining unlinked· at the end of March. 
2006 in· respect of drawings from and remittances into bank in the bank scrolls 
and post office schedules are given in Annexure-IV. 

Non receipt of debit/credit bank scrolls in time from banks and .postal 
schedules from the post offices was .. stated to be the reasons for pending 
reconciliation work. Outstanding ih bank reconciliation could conceal frauds ·and 
·embezzlements · in the Government accounts defeating the very. purpose of 
linking. · · 
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Large. balances under :Suspense heads awaiting settlement;. and·•· huge .·. 
amounts of unlinked drawings/remittances· froriilirito banks indicate the prioJity 
being accorded to bank reco.nciliation work in the post offices'. · · 

Recommendations 

• Amounts under suspense should be·properly followed up and accbunted 
for in the respective heads so as to.clear p~ndfng suspense balance. · · 

• Reconciliation of u.nli~ked, . itelns -in. the bank scrolls .hnd. post offu;e 
schedules in respect of drawings from banksiremittances into'· banks . 
should get adequate attention. 

2.9 Security ar~angements in' post offices · . 

Rule 120 of P&T M:'11lual Vol. VIII stipulate: that ~ach head post offlce. 
should be provided at the discretion of the Ifead of the Circle :with a chowkidar, 
whole. or part time, for guarding it at night. Jloweyer' it was noticed in audit that 
security arrangements in the test· checked HPOs .·were not adequate considering 
the volume of cash being retained oy· the HPOs .. Test check during the month of 
February 2006 revealed that cash ranging from Rs 9.01 lakhto Rs 3J9 crore was 
retained overnight in 34 HPOs under i5 .circles under inadequate security. Out of 

. these 34 H}>Os, in nine l:IPOs cash Was·retalned ovefnight for rti6rethan orie crore 
of rupees without even providing an armed security guard. Such an arrangement 
was fraught. with the risk of theft and robbery. In . fact the department had 
registered 1676 cases of theft and robbery involvingan amount of Rs 5.33 crore 
across 21 circles during the period 2003-04 to 2005-06. · -

Recommendations 

• Security arrangements should be beefed up in post offices . retaining 
substantial amount of cash OVefYlight. . .. 

• The provisions relating to security aspect appearing in P&T Manual 
needs review. 

2.10 · Failure of Internal controls 

Internai control is an essential ·prerequisite for . efficient ancl ·effective 
management of an organization/department. Establishing an effective internal 
control mechanism involves assessment of the risks the organization faces both 
externally and internally. Control measures such as· close monitoring, timely 
reconciliations, systematic revie~ and reporting, compliance .with regulations; 

· regular inspections and prompt investigations act as. a major deterrent to the 
occurrence of fraud and thefts in an organization. 

2.10.1 ·Large number of suspected fraud and theft cases 

A total of 5,455 cases of loss and suspected frauds were registered in DoP 
during the. period 2003-04 to 2005-06 involving an amount of Rs 32.73 crore, of 
which only 34 per cent was recovered i.e. Rs 10.98 crore. Audit observed that 
suspected frauds. in Savings Bank/Recurring Deposit/Time Deposit and 
theft/robberies of cash accounted for 63 ·per cent of the total· cases registered 
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during the said period. It was also noticed that frauds in Savings Bank/Recurring 
Deposit/Time Deposit had increased during the last two years as detailed below 

---, 

Year Number of Increase over % increase over Amount 
suspected fraud previous year previous year involved 
cases detected (Rs in crore) 

2003-04 558 3.75 
2004-05 583 25 4.48' 7.55 
2005-06 613 30 5.15 5.20 

Maximum number of frauds relating to Savings Bank/Recurring . 
Deposit/Time Deposits were noticed in Andhra Pradesh circle followed by Tamil 
Nadu and Maharastra/Gujarat circles. These circles accounted for 51 per cent of 
the total .frauds in Savings Bank/Recurring Deposit/Time Deposit cases registered 
during the years 2003-04 to 2005-06. Similarly, maximum number of 
theft/robberies cases was noticed in Maharastra circle followed by Kerala and 
Tamil Nadu circles. These circles· accounted for 40 per cent of the total 
theft/robberies registered during the said period. 

Audit also observed that frauds in Savings Bank/Recurring Deposit/Time 
Deposit cases were mainly due to short/non-crediting of money received from 
customers into their accounts and fraudulent withdrawal of rrioney from therr 
accounts. In case of cash certificate frauds, the certificates were sold to the public 
but the sale proceeds were misappropriated instead of crediting them into 
government accounts. Theft and robbery cases involved theft of cash retained in 
post offices as well as theft of cash-in~transit. Two cases of fraud are discussed 
below to highlight internal control failures: · 

a) Suspected fraud case in Kasturba Gram sub-post office of Madhya 
Pradesh circle 

While the minimum and maximum authorized· cash balance limits of 
Kasturba Gram suh-post office, Madhya Pradesh·circle were Rs 5,000 and 7,500 
respectively, cash was retained in excess of the authorized limits ranging from 
Rs 75,138 to Rs 2,80,423 during the period 13 June 2005 to 29 June 2005. The 
sub-postmaster committed a serious irregularity by utilizing the excess cash for 
his personal end. He made good the shortage of cash by sale of Kisan Vikas 
Patras (KVPs) for which entries were not made in the accounts. The suspected 
fraud occurred because the excess retention was not pointed out by the senior 
postmaster of Indore GPO while checking the daily account of the sub-post office. 
The case was detected by the deputy postmaster on 16 August 2005 and the 
investigation was yet to be finalized as of October 2006. 

b) Suspected fraud at sub-post offices under Chhattisgarh circle and Kerala 
·circle 

The sub-postmaster withdrew Rs 4.11 lakh from the account of a depositor 
by forging the signature of the depositor. Audit observed that the savings bank 
accounts at Sundemagar sub-office were not updated due to non posting either in 
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the savings branch at the HPO or at the savings branch at Circle Office (SBCO). 
This non updation of accounts might have been a contributory cause for wrongful 
withdraw I. · 

Jn Kerala circle, wrongful withdrawals of Rs 11.45 lakh by the sub­
postmaster of Chottanikkara sub-post office during . the July 2000 to May 2004 
from the· Savings Bank accounts of the depositors were also noticed. 

c) Theft at Kanpur HPO under Uttar Pradesh circle 

A cash advance of Rs 8.01 lakh drawn by the counter assistant in Kanpur 
HPO in March 2003 for discharge of National Savings Certificates (NSC) was 
reported lost from the postal counter. Audit observed that the advance was drawn · 
for making payment to the depo~itors through an agent which was irregular. 
Further, such large amounts were drawn for making cash payment though 
payments exceeding Rs 20,000 are required to be made by cheque. 

2.10~2 Delay in finalization of departmental investigations 

Control measures such as pro~pt finalization of the departmental 
investigations and timely initiation of disciplinary action acts as a major deterrent 
for others. The Central Vigilance Commiss~on while observing the delay in 
disposal of disciplinary cases had instructed all the Ministries and Departments in 
May 2000 to complete departmental inquiry within a period of six months froni 
the date of appointment of inquiry officers. 

It was noticed in audit that 7 ,625 suspected fraud and theft cases were 
pending for settlement at the end of the March 2006. Out of these cases, 2895 
cases were pending between one and five years, 1226 cases between five.and ten 
years, 789 cases between 10 and.15 years, 470 cases between 15 and 20 years and 
460 cases above 20 years. Cases pending for settlement for more than one year 
constituted 77 per cent whereas cases pending for more than five years constituted 
39 per cent of the total pending cases. Further, out of the total pending cases, 
2,809 cases were pending due to non completion of police and court proceedings 
and 4,816 cases i.e. 63 per cent of the total cases were pending due to non 
completion of departmental proceedings/investigations. The details of pending 
cases are·given in Annexure-V. 

Recommendations 

• Internal controls, monitoring and review mechanism sho.uld be reviewed 
and enforcement strengthened in view of the large cases of frauds in 
Savings Bank operations, theft and robberies. · 

• Measures should be taken. to expe.dite finalisation of loss and fraud cases 
pending for more than one year due to non completion. of departmental 
proceedings/investigations. · 
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2.11 CONCLUSION 

Management of cash in post offices plays a key role in the operational 
performance of DoP, . both in terms . of revenue generation and customer 
satisfaction. An efficient management of cash implies easy availability of liquid 
cash, promptness and accuracy in accounting, and safety. However, as brought 
out in the above report,. the limits fixed for cash balances in post offices did not 
reflect the actual volume of cash being handled by various post offices. Most of 
the post offices retained. cash far in excess of the limits prescribed. The limits 
were not being reviewed and revised periodically. This coupled with inadequate 
security and failure in following the accounting procedures and carrying out the 
supervlSlon and . inspections effectively has exposed the system to 
misappropriation, frauds and thefts. As many as 5,455 cases· of suspected fraud 
and loss were registered in DoP during the period 2003-04 to 2005-06 involving 
an amount of Rs 32. 73 crore. 

There is an urgent need for DoP to review the prescribed cash limits and 
revise them to reflect the actual volume of cash being handled in post offices. 
Efforts would also have to be made to strength~n the internal controls and security 
arrangements. Amounts under suspense head should be brought down and arrears 
in reconciliation cleared. 
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ANNEXURE-1 

(Referred to in paragraph 2.7.1.1) 

Statement showing non fixation of cash balance limit in post offices 

Category of . Cash balance limit not fixed 
POs 

Betweenl & Between 3 Aboves Total 
3 vears & 5 vears vears 

. HPOs 21 15 10 45 

sos 27 28 20 75 

BOs 16 12 5 33 

Total 64 55 35 154 
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ANNEXURE - II 

(Referred to in paragraph 2. 7.1.3) 
Statement on non submission of weekly statement of balances by HPOs for the period 2003-
04 to 2005-06 

SI. Name of the Name of the Whether statements of 
No. Circle HPO balances were submitted 

weeklv 
Statements not prepared 

1 Assam 1. Guwahati University NO 
2 Bihar 2. Chapra NO 

3.Arrah NO 
3 Chhattisgarh 4. Raipur NO 

5. Bilaspur NO 
4 Delhi 6. New Delhi NO 

7. Kalkaii NO 
5 Jharkhand 8. Jamshedpur NO 
6 Kerala 9. Trivandrum NO 
7 Madhya.· 10. CIT Nagar NO 

Pradesh 11. Indore NO 
8 Maharastra 12. Alibag NO 

13. Paniim NO 
14.Pune NO 
15. Na1mur NO 
16. Latur NO 

9 Punjab 17. Dasuya NO 
10 Uttaranchal· 18. Dehradun NO 
11 Uttarpradesh 19. Kanpur NO 

. 20. Allahabad NO 
21. Barabanki NO 
22. Hardoi NO 

Statements not submitted reimlarlv 
Not submitted from April 

12 Gujarat 23. Surendranagar 
2003 to June 2004 .& 
September 2005 to November 
2005 

13 Haryana 24. Ambala . Submitted .monthly instead of 
weekly 

14 Himachal 25. Shimla Submitted monthly instead of 
Pradesh weekly 

15 Karnataka 26. Tumkur Not submitted from December 
2005 to .April 2006 & August 
2005 to September 2005 

16 North Eastern 27. Shillong Partially submitted 
28. Itanagar Partially submitted 

17 Rajasthan 29. Sikar Submitted fortnightly instead 
of weekly 

18 West Bengal 30. Barasat Partially Submitted 
31. Midnapore Partially submitted 
32. Malda Partially submitted 
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ANNEXURE-ill 

(Referred to in paragraph 2.8.i) 

Statement showing pending suspense balances from 2003-04 to 2005-06 
(Rs.in crore) 

Name of the Circle . Up to 2003-04 . Up to 2004-05 Up to 2005-06 

Credit Debit Credit - Debit Credit Debit 
Andhra Pradesh 0.6 0.009 1.61 0.02 10.76 0.11 

Assam 10.42 24.48 6.73 16.02 . 9.01 27.58 

Bihar 38.48 59.74 35.3 80.25 40.38 67.16 

Chhattisgarh 31.15 25.39 39.63 31.44 17.38 31.41 

Delhi 541.43 22.8 6.37 0.1 6.51 . 0.1 

Gujarat 36.22 42.99 24:53 41.29 16.54 41.57 

Haryana. 0.13 0.001 0.91 0.11 0.09 0.00 

Himachal Pradesh 839.76 152.02 1058.79 149.63 10.34 10.89 

Jharkhand 29.05 57.37 43.4 74.4 37.16 77.87 

Karnataka NA NA 0.44 0.3 0.7 0.33 

l(erala 0,57 -- 0.09 0.22 0.26 0.08 
Madhya Pradesh 28.47 34.91 23.65 23.19 18.07 5.8 

Maharashtra 7.72 46.46 44.67 85.17 1299.22 1606.35 

North Eastern 4.23 7.19 . 4.27 7.89 5.45 9.94 

Orissa 1.99 4.06 4.25 4.36 0.83 1.13 

Punjab 7.79 0.06 1.14 . 0.12 0.43 0.06 

Rajasthan O.Ql 0.03 0.03 0.03 0.35 0.19 

TamilNadu · 0.04 -- 0.07 0.85 166.01 25.41 

Uttaranchal 3.25 12.09 7.08. 3.52 5.07 1.8 

U ttar Pradesh 1039.88 178.19 75.13 110.53 66.99 77.92 

West Bengal 23.48 61.12 29.95 93.02 96.28 276.64 

Total 2644.67 728.91 1408.04 722.46 1807.83 2262.34 
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ANNEXURE-IV 
(Referred to in paragraph 2.8.2) 

Statement showing amounts remaining unlinked in respect of the drawings from and 
remittances into the banks at the end of March 2006. (Rs in crore) 

Unlinked drawings from banks Unlinked remittances into banks 

· In the In the post Status of In the In the post Status.of 
. bank office reconciliation work bank office reconciliation 
scrolls schedules scrolls schedules work 

187.95 260.21 ------ 367.88 437.16 ------

79.22 100.18 Not done since Nov. 295.73 147.05 Not done since 
2003 Nov. 2003 

324.89 323.49 Not done· since · 60.05 142.35 Not done 
2004"05 since 2004-05 

9,64 90.28 Not done since 2003- 60.42 109.8 Not done 
04 since 2003-04 

(-)14.00 896.43 ------ 2.08 . 1019.24 ------
139.15 311.21 Not done for 2005- 167.06 115.35 Not done for 

06. 2005-06 
5.51 35.43 Not done for 2005- 13.28 19.07 Not done for 

06. 2005-06 
1.23 11.13 Not done for 2005- 0.79 1.15 Not done for 

06. 2005-06 
62.91 71.68 Not done since 172.07 322.65 Not done 

2004-05 since 2004-05 
91.55 146.82 ------ 380.51 645.23 ------

39.68 88.10 Not done for 2005- 225.05 258.53 Not done for 
06. 2005-06 

22.53 40.68 Not done for 2005- 278.58 290.89 Not done 
06. since 2003-04 

152.22 1067.91 .Not done for 2005- 342.81 511.35 Not done for 
06. 2005-06 

17.94 10.84 Not done since 88.13 60.72 Not done since 
. 2004-05 June 2003 

2.92 0.19 Not done since Feb. 476.11 99.4 Not done 
2005 since 2004-05 

38.96 41.39 Not done for 2005- 232.80 152.61 Not done for 
06. 2005-06 

71.48 71.48 Not done for 2005- 16.84 16.84 Not done for 
06 . 2005-06 

1.14 . 206.54 ------ 6.50 139.74 ------
1.20 2.02 ------ 2.57 2.46 ------

466.4 4.41 ------ 922.02 23.39 ------

116.58 153.98 Not done since 534.15 . 391.45 Not done 
2004-05 since 2004-05 

1819.10 3934.40 4645.43 4906.43 

41 



SI. 
No. 

1 

2 

3 

SI. 
No. 

Report No. 1 of 2007 

ANNEXURE-V 
(Referred to in. paragraph 2.10.2) 

Statement on outstanding fraud and theft cases for the years 2003~04 to 2005-06 

f Break-up o. pendmg cases 
Year No.of Break-up of pending cases 

cases Below Between Between Between ten 
pending one year one and five and ten and fifteen . 
atthe five yeari> years years 
end of 

the year 

2003-04 8255 2023 6232 above one year 

2004-05 7480 ·1656 2879 1265 783 

2005-06 7625 1785 2895 1226 789 

R easons or pen d ency 
Year No. of cases Reasons f~>r pendency 

pending at the 
end of the year Departmental proceedings/investigations 

Departmental Adjustment of Disciplinary 
investigation loss cases 

Between Above 
fifteen twenty 

and years 
twenty 
years 

451 446 

470 460 

Others (non 
completion 

of Police and 
Total Court 

proceedings) 
1 2003-04 8255. 1153 1998 1572 4723 3532 

2 2004-05 7480 NIA NIA NIA -- NIA 
3 2005-06 7625 1348 1877 1591 4816 2809 

5840 i.e. 76.59 per cent of cases were pending for more than one year; 2945 i.e. 38.62 per cent of 
cases were pending for more than five years; 1719 i.e 22.54 per cent of cases were pending for 
more than ten years; 930 i.e. 12.20 per cent of cases were pending for more than fifteen years and 
460 i.e. 6.03 per cent of cases were pending for more than twenty years. 

During the year 2005-06, 4816 cases i.e. 63 per cent of the cases were pending for non completion · 
of departmental proceedings. · 
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CHAPTER3 
. . 

M~ISTRY OF SMALLSCALE INDUSTRIES: 

1· ----- -·- - - - ·- ---- -- - • ---- ---·---- ----- --- ---- ---~ •. -- - --··-·------ -- -- ·-· ----. 

pFFICE OF THE D~Y~LQ~M~~J-~QM!Yl!~~JQ~R ___ (S_M_A~_Id 
SCALE INDUSTRIES) . 
~-----~---. ------~ 

Information Technology (IT) Audit of Small Enterprise Information & Resource 
,------··- .. ----- --·------ --- --. ·-·--- ------·· --- ..... ···--·---.-- ··-----~--

_Centre_Network · ~ . · _ _ ___ _ 

Small Enterprise Information and Resource Centre Network. (SENET) 
project was implemented by the Small Industry Development Organisation 
(SIDO) in 2002 ·as an e-governance· project to provide an all India and· · 
decentralised information network for meeting the informatiOn requirements of 
small enterprises and other target groups. Major findings of the IT audit of this 
project are as follows: 

)nj;HL~Gi!_f~ 

~ )'here-wasno-po1iCy ror- ·updatingtiie inrorlnation -:feiiliarfy-on ·the 
)website and the content regarding trade policy, clusters, state 
industrial policies, reservation policies, ·policies for small secto[ 
I . ' 

~dustries,_ annual rel!_orts and trainings was no_t_l>_ell!g _~pc!ateg 
regu~ar~y~ 

(Paragraph 3.4.1) 

~ ~heSENETapplication did- not provide-for adequateinput valid~tioil: 
fhecks, which. made the system pr@e to . ~rr<!_neous -'--<!~ -~ntr~ 
r~~n!!!I!gJn __ ~!"_eli~~le iJ:Ifol"l!l.fil~«mf 

(Paragraph 3.4.2) 

~ jl'here were significant deficiencies in the -securify .. of theITsyStem; 
rovering restriction of unauthorized login attempts, review of. lQg~; 
password policie.§, net!Vork s~curi!Y and l.Qgk!!!_ac5~s!? controls: 

(Paragraph 3.4.5) 

r - - -- -- - ---- --~-- - ., ~---- ..._ ~ . ~- - ~- ----~ - - -- -- ------ --- - -- -- ·------~ - -- ·- -~- ~~ -:o 

~ SIDO was. relying on external agencies for the management of the 111 
~ystem, and had incurred an expenditure of Rs 183.65 lakh till March'. 
~006, ~ith a fµ_!!_l!~ commitment of Rs 3~.8C!_hl~ for_th~-l!~Xt two 
iY~ars: 

(Paragraph 3.4.3.1) 
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. ---------"·,-""~------:--------· -- ----------~---·-~ 
·);> SIDO did not have a uniform policy regarding ·hos!ing of web site~·. 

· ~nd their maintenance by SISis and a total expenditure of Rs 114.34 
lakh was incurred on ISDN I leased line connectivity and web site 
hosting and maintenance by SISis . and reimbursed by_ SIDO during . · 
Z002-2006. Further, SIDO incurred an expenditure of RsAS.99 ·1alili 

. ~iU31 March 2006 on ieased line connectivity for SIDQ headq!!~terJ 
~tJi_Qut conduc!!_11g~_fu!!l!..~I techiii~ feasibility~judyj · 

. . 
· · (Patagraph-3.4.3.2) · 

. •- -·-·· "" - ____ :_ . . · .... - ..... -- . --····-··· .. •. ,.:....... • .. ·. - · •••.•. c --·· ••.•••. ~--"- • - ---, 

);> · [Neither internal audit not any independenf"auditor _was associated a~ . · 
any stage with the SENET project. There was no documentation 
¢videncing.the setting up of a quality assurance mechanism by SIDOJ 

. Further, there was no· evidence of system testing for the applications1 
.i . • . I 
~mplementect~. 8-!J?.Q,_.!1_11~. !h~ .. !!~~!'-~n!l_ ~yst~m ~Q~J!~~n_!;!_tj_()!!_:!!~ 
!JI~~eg:o~!~~! . . .· . . .. . . . . . ·. . . . , . ..·. 

(Paragraph 3.4.4.1) · 
. . . . . 

1-·--~-----·-- ---·-------~--------· .. --· ---~----. 
);> pnly three. modules - namely payroll, I~O 9000 reimbursement and · . 

. rntrepreneurial .training -: out. of the 16 Office Automation (OA): 
modules were bemg used. Even 111 respect of these modules, SIDO wa~ I . .. . .. 
rot relyin_'g on ~the_ ~!~~tr.gaj:~-d~~n~ _2V_!!S stj!!~~!y_i_l}g __ Q..1!.JJle !J!~ll_ll:~ 

.· ~y_sJem~ · · 

(Paragraph 3.4.6) 
. . ... 

SUMMARY OF RECOMMENDATIONS 

• SIDO may ta_ke steps to ensure that the different Office Application (OA) 
modules are utilised and also that· adequate input validation checks ate 
built in to ensure correct and complete data so that the IT system can be 
relied upon instead of resorting to manual records .. 

• · SIDO may ensµre effective implementation of measures to ensure that the 
data on SIDO online is.kept uptodate, and·also monitor the website on~ 
periodical scheduie" to . ensure that old" and outdated information is 
detected arid :updated. 

•. . smO ~ay formulate a uniform policy for . web related services for· all 
_·.SISis,· as. well as .. SIDO Headquarters and e.valuate alt~rnatives for· . 
. choosing t_~e most cost-'effective solution meeting its requirements. 

• . SIDO may formuiate and impiement a formal IT security. policy and 
detailed IT security procedures to ensure the confidentiality, integrity· · 
and availability of IT assets (inc!uding data). · · · 
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3.1 INTRODUCTION 

.. The Office of the Devel~pment Commissioner (SSI), an attached. office of 
the _Ministry of Small . Scale ·Industries,· . also known as Small Industry . 
Development Organisation (SIDO), is an· apex body for formulating and · 
overseeing ·implementation of policies for the development of small· scale · 
industries in the ·country. 

SIDO also: 

• ' prcivides.techno-economic and managerial consultancy; 

• provides common facilities and extension services to small.scale units; 

• provides facilities for technology upgradation, modernisatiOri., · quality 
improvement and infrastructure; · · · · 

• · develops ·human resources through training and skill upgradation; and 

• . implements and m~nitors vari~us schemes . such as credit linked.· capital 
subsidy .scheme for technology upgradatfon, ·.credit guarantee . scheme, ISO 
9000/ISO ·'14001 :C~rtification reimburs.ement scheme, small industry cluster 
development programme, and assistance .to entreprene'\}rship .development 

· . institutes. 

SIDO has a network of 30 small industries service institutes (SISis), 28 
.. branch SISis, ·seven field testing stations (FTSs) and four regional te~ting centres 

:cRTCs).' ' 

3.2 SENET Project 

3.2.1 Overview 

SIDO conceived (1993) and commenced (April1997) with the approval of 
Standing· Finance Comµrittee of SIDO an e-governance project, Small Enterprise 
Information and Resource Centre Net'York (SENET) at a- cost of Rs 4.35 crore. 
The project was modified in March 2000 and its scope was enlarged to include 
office automation applications and website at a project cost of Rs 11.40 crore. 

. ' . . . . . 

The objectives of the project, as stated in April 1997 by SIDO, were: 

• to provid.e an all. India and decentralized information network, primarily for· 
meeting the information requirement of small eritei-prises and other target· 
groups · such as the State Governments, directorate · of industiies, state 
industries development corporations,· technology institutio~s, CSIR . 
laboratories; industry associations and NGOs in their decision . making 

. process; 

• to provide appropriate training inputs to the personnel in SIDO and its 
associate institutions; and 

• - to provide limited financial assistance to inforrriation agencies to. implement 
information software packages. · 
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·The expanded project consisted of three applications viz., SENET 
. Applications, Web Hosting, and Office Automation (OA) Applications. These 
· applicat~ons were developed by CMC Ltd. and implemented during February 

2002. 

. The network comprised of 31 electronic 'nodes', with the Main Node 
located at the headquarters of SIDO. Out of the 30 SISis, 5 SISis had Technology 
Nodal Centres1 (TNCs) and 25 SISis had User Centres (UCs)2

• 

3.2.2 SENET Applications 

· SENET Applications provide a · user interface to. Main Centre 
(MC)/TNC/UCs for entering information on twenty six information categories, 
which is displayed on the web site to meet the requirements of entrepreneurs, 
SIDO a1:1d consumers. Some of the important modules are: 

• 'Product Profile' module, which allows entrepreneurs to enter. details of 
various SSI related products; 

• . 'Project Profiles' module, which contains the details of projects with regard to 
the product, financial outlay; production capacities and suppliers of raw 
materials /items profiles etc., which are prepared and updated by the technical 
officials of SIDO; 

• 

• 

• 

• 

Clusters3 module, which provides information about the clusters and the 
small-scale enterprises comprising the clusters in India; 

Directories module, which ·provides names, addresses and other details of 
various organizations under SIDO and related to its business'; ' · 

Events module, which serves ·as a calendar for th~' various Training 
Programmes, Workshops and Awareness Programmes which are conducted 
by SIDO, or on which information may be available; and 

Yellow Pages, which provide individual firms a forum to advertise their 
business and marketing information. 

3.2.3 Website 

SIDO' s Internet website, also called SIDO Online, was set up for 
providing vaJue. added information to Indian small and medium enterprises 
(SMEs) and acting as a resource centre for bringing together diverse Small and 

· Medium Enterprises (SME) related groups, entrepreneurs (existing and potential), 
associations; buyers, sellers, technocrats, training cell~, technology developers 
and academia. It has been hosted on servers installed in the SIDO. 

1 SISI Calcutta, Mumbai, Chennai, Bangalore and Ahmedabad 
2 SISI, New Delhi, Guwahati, Patna, Panjim, Solan, Jammu, Trichur, Indore, Cuttack, Ludhiana, 
Jaipur, Kanpur, Hyder~bad, Kamal, Gangtok, Agartala, Agra, Allahabad, Muzaffarpur, Haldiwani, 
Ranchi, Hubli, Imphal, Nagpur, Raipur. 

3 A Cluster is generally identified by the product (or product range) and the place where !t is 
located Examples of SSI Clusters in India are : Ceramic Pottery Cluster at Khurja, Leather & 
Leather Garments Cluster at Chennai, Hosiery Cluster at Calcutta etc 
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3.2.4 Office Automation Applications 

.These consisted of 16 Office Automation modules listed below: 

Personnel Information System; Payroll; Financial Accounting System; Budget; 
Parliament Questions; Audit Paras; Human· Resource Management System; 
Entrepreneurial Training; General Administration; Publicity; Meetings (ISO 9000 

·reimbursement); Statistics of Small Scale Industries; Progress Monitoring; Diary 
Dispatch and File Tracking System: Complaints· and Grievances System; and 
Court Cases System. 

3.3 AUDIT SCOPE AND METHODOLOGY 

A_n IT audit of SIDO covering the period from April 1997 to March 2006 
was conducted from April 2006 to July 2006, using audit guidelines under the . 

. CobiT4 framework. Data for the period April 2002 to March 2006 pertainin.g to 
SENET was analysed using Microsoft A~cess. 

The draft. report was issued to SIDO in September 2006, and. an exit 
conference was held with the Development Commissioner (SSI) in October 2006. 
Responses from the Department were received in September and October 2006 . 
which have been incorporated, as appropriate, in the report. 

3.4 AUDIT FINDINGS 

3.4.1 Invalid and Outdated Content on SIDO Online 

There was no policy for updating the information regularly on the website 
to ensute timely dissemination of relevant information to the users which was the 
main objective of the project. Audit noted that the content regarding trade policy, 
clusters, state industrial policies, reservation policies, policies for small ·sector 
industries, annual reports and trainings Was not being updated regularly. Foi . 
example: 

• The Trade Policy on the website referred. to the· previous EXIM policy 
1997-2002, while the section on India"s Industrial Polities contained policies 
only upto July 1991.· The section on SSI Policy Statements contained the 
Statement issued in August 1991. 

• Information on participation . in international trade fairs, exhibitions and 
training sessions pertained to the year 2000-01. 

. . 

• While the "Know SSI" Version 3.0 CD had already been issued, the website 
gave details of the.Version 2.0 CD. ·· · 

• The data on. handtools industry - import and export, export d,estinations, . 
· number of units and number of workers - pertained to the years from 2000-01 . 
. to 2002-03. 

4 The Information Syst~ms Audit and Contr~I Foundation .has develOped standards know.n as 
CobiT (Control Objectives for.Information and Related Technology). CobiT·standards are tools 

. generally applicable to, and are an accepted standard f?r IT_governance. · 
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. . 

• Expenditure incurred on the ISO 9000 reimbursement scheme-was available. 
only upto March 2002. 

• Information on technology requests and technology offers pertained to the 
period upto March 2001 .. 

• The list of Annual Reports contained Annual Reports only upto 2002-03. 

Audit also noted that the Application Server was found to be . do~rt 
frequently which restricted use of various web-based facilities. Also, a test of the 
website conducted on 30 J1.ine 2006 revealed that out of a ·total of 3068 · 
hyperlinks5 on the website, 42 hyp~rlinks were invalid.· 

In their response, SIDO stated as follows: 

• In the course of Government business, there were requirements and demands 
from time to time about hosting websites for certain specific purposes within 
specified time schedules. Updating these websites on a regular basis was often 
not attended to with the same promptness with which they were created. 

• The audit observations had been noted· carefully and remedial. action· was 
being taken. All ~steps had been initiated to ensure that proper updating was 
done on a regular basis. The "MSMED Act, 2006" and "List of National 
Awardees" had been added to the website, while the web data pertaining to 
RTC division had been updated. The existing format of the Entrepreneurs 
Memorandum (in PDF6 format) was under conversion into a writeable format 
for enabling online filing. Also, certain documents on the web were gradually 
beillg converted into downloadable format. 

• A team of officers in· SENET had been entrusted with· the specific task of 
updating and monitoring the Web content regularly and continuously. Also, 
all the Divisions had been requested to ·go through the web eontent pertaining 

· to the~ Divisions, and suggest modifications and ·deletions,, if any, regularly to 
'keep the content upto date. · 

Audit notes the action· being taken by SIDO . in response to its audit 
observations,· and looks. forward to full implementation of measures, whereby the 
data on SIDO online is continuously kept uJ?:to date . 

. • 

Recommendation 
. . . . 

SIDO may ensure· effective implementation of measures to ensure that the data Qfl 

.SIDO online is kept upto date, and also monitor the website on a periodical · 
schedule to.ensure that old and outdated information is detected and updated. 

5 Hyperlink, also referred to as a link, automatically brings the referred information to the user 
when the navigation element is selected by the user. Combined with a ·data network and suitable 
access protocol, a computer can be instructed to_fetch the resource referenced. 
6 . . . . . 

PDF "'"'" Portable. Document Format, an open file format created and· controlled by Adobe 
Systems. · 
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3.4.2 Weak ApplicatiOn · Controls and Data Integrity . for· SENET 
··Applications · 

Audit noted that the SENET application· did rtot provide for adequate il1put : 
validation checks. This made tl;ie system prone to erroneo:us data entry resultiiig In · 
unreliable information as indicated below: · 

• . The application accepted· invalid characters (like * ,#, % ) in the data entry by 
users for ·division, . designation, office type and. office. name, category of 
events, product c6des, ackhowledgementtype and- subject fields. · 

• SENET allowed fields like pin code,. phone number, fax number, email 
·. address, details of turnover, regi~tration numbers, registered offl.ce and details 

_of quality certificates ·to accept· blank or invalid characters· and numerical 
fields to accept text ~lso. · 

• Out of a tdtal of 4351 records, blank. data was found in: . 
. . 

;.. 2211 cases in respect of name of contact person, phone, address, :username 
and password · · - · 

. . 

. ;.. 245 cases in.respect of pin code (in addition, 4 cases had text data); 

;.. 3763 cases, 3626cases and 4351 cases in :respect" of ·turnove~. field, 
registration agency and registered office/ registration number respectively; 

Further, in case of 4351 users, payment details· of only 374 cases were 
available, . indicating incomplete data entry. Also, control- fields used by 
administrator for validation were all blank, signifying· the fact that the information 
was being uploaded without any verification." 

· Iri response, SIDO offered no • specific comments · on the . ahdit 
observations,. but stated that the observations had ·.been. noted • carefufly . and . 
. remedia"l actfon was· being taken. . . 

. . ·. ... . ' . 

Recommendation · · 

. Sf DO may e~siire .that adequate input v~lidation controls are introduced in the 
SEN ET applicatio; to minimise entry of invalid dat~ . 

" 3A.3 • Ineffective Control over Oper~tional Cos.ts 

3.4.3.1 Cost of.Management of IT System · · 

Audit examination reveal~d that SIDO was relying on external agencies 
for the management qfthe IT system and had.incurred an expenditure of Rs 1.84 
·crore till March 2006 with-a farther ctn~:nnitiilent of Rs 39.80 lakh for the next two 
years, as irtdi~ated below: . 

• · siDO failed . to develop its own team to take over the project after the 
. extended support period for the completed project ended in September 2002. 
SIDO -deeided t() outsource the . maintenance of the project (facility 

· management)'to CMC aUm annual cost of Rs 70 lakh on the basi~ of a single 
tender; · without performing any: benchmarking ; 'or study to judge . the 
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reasonableness of the cost of services. The contract with CMC was renewed 
for the year 2003-04 at a cost of Rs 69 lakh after inviting open tenders. 

• Audit noted that the contract for the year 2004-05 was assigned to another 
firm for Rs 24.75 lakh (being .the lowest bid); this contract was further 
extended for a period of 3 years at the rate of Rs19.90 lakh per annum subject 
to satisfactory service. 

Audit noted that SIDO had failed to train its own manpower, or consider 
the option of hiring NIC for maintenance of the system for cost effective 
maintenance .. 

In response, SIDO stated as follows: 

• Under the agreement, the Annual Maintenance Contract (AMC) was to be 
given to CMC for at least two years. As SIDO staff had not been trained fully 
to take up maintenance work, the AMC was awarded to external agencies (as 
per the prescribed procedure). 

e SIDO had since associated their own staff, and it was expected that they · 
would be able take. up the job of maintenance to a limited extent, after the 
existing AMC ended on 31st March 2008. 

• After the completion of the existing AMC in March 2008, SIDO would 
consider NIC for further maintenance. 

The reply of SIDO confirms the audit contention that the project planning 
and implementation were deficient as staff for maintenance job is still not 
equipped for maintenance a decade· after its commencement. 

· 3 .4.3.2 Expenditure on Web Services 

Audit noted that a total expenditure of Rs 1J4 crore · was incurred on 
ISDN I leased line connectivity and web site hosting and maintenance by SISis 
and reimpursed by· SIDO during 2002-2006. Further, SIDO did not have a 
uniform policy regarding hosting of web sites and their maintenance by SISis as 
depicted below: · 

• .There was significant variation in expenditure.incurred by SISis on leased line 
connectivity and hosting and maintenance of websites. · . 

• During; 2004-05, four SISis, namely, Goa, Gangtok, Agartala and Imphal tied 
up with NIC to avail the services free of cost. 

• Thereafter, other SISis .were instructed by SIDO (August 2004) for exploring 
the possibility with their local state NIC authorities for hosting and 
maintenance of their web ·sites, however, without any positive outcome. 

Further, SIDO incurred an expenditure of Rs 48.99 lakh till 31 March 
· 2006. on leased line connectivity for SIDO headquarters without -conducting a 

formal technical feasibility study. Audit noted that NIC had given (March 2004) 
details _of available facilities for providing requisite connectivity. However, SIDO 
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outsourced the facility at a high cost and did not conduct a forinal detailed 
technical feasibility study. 

In response, SIDO stated that while allocating funds for web hosting and 
maintenance to SISis during 2006-07, it had attempted to bring in a uniform 
policy to the extent possible, by advising SISis to use the services of NIC 
wherever available. There was no response on the issue of leased line connectivity 
for SIDO headquarters. 

Recommendation 

SIDO may formulate a. uniform policy for web related services for all S!Sls as 
well as SIDO Headquarters and evaluate alternatives for chposing the most cost-
effective solution meeting its requirements. · 

3.4.4 Other General IT Controls 

3.4.4.1 Deficient IT Strategy 

SIDO and National Informatics Centre (NIC) had jointly prepared a five 
year IT Plan (August 1998). Audit however noted that: 

• The plan did not cover the field offices, i.e. SISis, RTCs, FTis and tool rooms. 
Also, although SENET was launched in April 1997, the Plan had only a brief 
description of SENET and did not include SENET' s relation with existing. or 
proposed databases and the role of SENET. in overall IT effort of SIDO. 
Further, no time frame was set for realization of objectives. · 

• Neither internal audit nor any independent auditor was associated during the 
development, implementation, testing, monitoring and review .of SENET. 
Association of these agencies would have helped in early detection of 
shortcomings. 

·While accepting the audit observations rel~ting to internal audit/ 
independent auditor, SIDO stated that joint audit with NIC would be arranged for 
addressing the issues raised by audit. · 

SIDO also stated that due to financial and other administrative reasons, the 
· Government decided to start the project with limited scope and develop it 
gradually. 

3.4.4.2 Poor Project Monitoring and Quality Assurance . 
. . 

As per the· ·revised. SENET project approved i.n March '2000, two 
committees were to be formed for monitoring the project: 

• a Project Implementation Committee (PIC) under· the chairmanship of 
AS&DC (SSI), which was to ensure implementation of SENET iii accordance 
with the approved milestones; and 

• a Project Steering Committee (PSC) under the chairmanship of Secretary (SSI 
and ARI), which would review the implementation of SENET. 

Audit noted that PIC met only twice during ·the implementation of the 
project, and there \\:'as no.meeting held by PSC. Another committee - the SENET 
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l1Ilplementati0n Coinmittee (SIC) was ·formed_ i~ June · 2003 (i:e. · aft<~r . the 
implementation ·of SENET iQ. February 2002) for supervising -and guiding 
aCtivities.relating to the SENET project 

Further, as per the Detailed Pn;>ject Report submitted by CMC: 

. • . a quality assurance group was to be formed; 

•' project review teams were t6 be identified; 
. . 

• peer level reviews fil:id project status reviews were' to be conducted at regular 
phases of the project life _cycle; ai;id -

• . standards -for coding, docli_mentation .and error reporting were to be developed 
· and followed. 

H~wever, audit could not find any documentation evidencing the setting 
up of such quality assurance mechanism. · . 

. ·In response, SIDO ·stated that they did not ha~e IT tr~ned staff when the 
project was taken up. It was for that reason that the competent authority preferred 
to engage CMC {a Public Sector Undertaking) to impleinent the project, and it 
was expected that CMC would take care of the quality assurance plan: 

· . The reply is ·not tenable, as it wa~ inappropriate to place complete reliance 
on the vendor responsible for the system design, development and implementation 
and expect that the vendor's ·own quality assurance mechanism would be adequate . 
without a monitoring mechanism f!o~ SID()'s side. · 

·. 3A.4.3 System Testing . 

, -There was no evidence of· system ·testing for all ·the. applications 
.. implemented ili SIDO. 01).ly an Acceptance Test ·Plan -(AT(>) of the. Office._ 
. Aufomation modules, which was a mere description of the system; was available. . 

SIDO, ih their reply (September 2006), stated that the obsen1ations of 
. audit had been.noted carefully and remedial action was being taken ... 

3.4.4.4 L~ckof documentation· 
. . . . 

Audit examination revealed that: 
. . . 

•. SIDO. did 11ot hav~ a formal documentation policy; · 

• ··. System ·design specifications and user ·manuals ·of SENET . and OA 
·Applications were n:ot available .... · 

• ·No documents relating · to users' part1c1pation in devel6pment. I 
implementation I testing of applications were available. Sign offs on 
completion of various modules were not obtained from actual users (to signify 
. their acceptance of the completed modules). · 

In their response, SIDO did not offer any specific comments on tl\e audit 
observations but stated that the observations.of audit had been noted carefully and· 
that remedial· action was being taken . 
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3.4.4.5 Deficient Inventory Management 

SIDO did not maintain an accurate.record of its IT assets, as follows: 

• SIDO did· not. maintaiIJ. records of IT assets in variou.s SIS Is purchased for the. 
SENET project in the following re~pects:.. . 

.• .SIDO. could· not provide a complete. year-wise break up of expenditure under. 
heads like AMC, leased lines, · web site; . computers; printers, networking 
equipment and software. . . 

In r~sporise,, SIDO stated that there may have been some inadequac!es iri 
maintaining the stock registers in· respect · of assets · in SID.O Headquarters.· 
However, the complete inventory· had s!nce been prepared,· and the stock register· 
and the head-wise expenditure registers were now being rnaint~ined~ 

3.4.5 Weak Security of IT system . . . . . . . . . 

. Audit examination revealed significant deficiencies in the. security of the 
IT system, as summarised below: · · · 

3.4.5.1 Restricting.unauthQrized login attempts 

• · No procedure to log unauthorizect login attempts was .in place.· 

• .. Th~ application did not .restrict the number of logiri attempts and the user id .. 
was not suspended after a specified number of attempts . 

. . 

• Concurrent sessions of the sam:e .user were notrestricfod. 

• No advisory· messages 0J1 ·log-on· regarding list of _successful/unsuccessful 
· · .·_.attempts, legal warnings.etc. we~e available. . · · . . 

3;4.5.2 Loggi11:g 

There was no forinal ·.system to . review ·logs,. in the absence of which, 
. . . thre~ts to system security would go undetected. . . . ' . 

· 3.4.5.3 Password policy · 

• ·The passwords were not based on '~illgle use authentication'~ I.e., passwords 
·were ·reusable, • artd ·the application· . did· not enforce .. password· . change · at 
specified intervals. . 

• . SIDO did not have~ policy of deactivation of former employee pass"'.or4s ... · 

• No formal system was in 'place for _creating new rise~s and· passwords; and 
passwords were.filso being s~ared. · · · · · 

· 3.4.5.4 Se~uriiyPolicies arid Procedures 

• No written poiicy ·existed on downloading, a~ceptance, -·and use of freeware 
and shareware; . . . . 

• ·• Users had not received instruction~ on the detection and reporting of viruses, 
.. such.as. sluggish performance or myster;[o~s growth of files .. 
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• SIDO had not formulated a formal IT security policy and supporting 
procedures. No data classification schema was in place to ensure that all 
system resources had an owner responsible for security· and content. 

3.4.5.5 Network Security and Logical Access Controls 

SIDO had selected (December 2002) the Centre for IT Security, CMC 
Limited, Hyderabad for conducting a security audit of the IT system. The report 
prepared (March 2003) brought out several weaknesses in the IT security set up of 
SENET like open ports, service packs/ patches/ hot fixes not installed on critical 
machines etc. As per the recommendations of the report, SIDO installed security 
devices like firewall and intrusion detection system at a cost of Rs 15.25 lakh. · 
However, audit noted several weaknesses in the IT Security of SIDO, as detailed 
below: · · 

• The traffic of SSI Network to internet was through a router7
, which had no 

logical security. As a result, Audit could easily access critical configuration 
details of the router and network from the routei and was able to ping8 the 
web server from the router. Similarly, the second router was also found 
accessible. 

• The back up web server was remotely (logically) accessible with full access 
permissions from SIDO's intranet. 

• · Two switches9 critical to the networking were accessible without any 
restriction which had· the potential risk of making web servers, application 
servers and RDBMS server unavailable to users. 

• The Oracle database server with default passwords and Norton Antivirus 
· Server were accessible with full access permissions. Audit noted that various 
unnecessary programs were running on antivirus server which was very risky 
for the virus protection of entire network and web server. 

Thus the setup contained significant vulnerabilities, potentially exploitable 
by a malicious user. over the Internet. 

In response, SIDO stated as follows: 

• The servers were installed in the SENET room in Nirman Bhawan, which was 
a highly protected area. Moreover, no case of exploitation by a malicious user 
over the internet had come to their notice. 

• Though the IT security of the organization was not perfect, in a developmental 
organization like SIDO, there was hardly any closed information that required 
to be guarded. However, the organization would take abundant caution. 

7 A router is a computer networking device that forwards data packets across a network toward their 
destinations, through a process known as routing. Routing occurs at layer 3 (the Network layer e.g. 
IP) of the OSI seven-layer protocol stack. 

8 ping is a computer network tool used to test whether a particular host is reachable across an IP 
network. 

9 A network switch is a computer networking device that connects network s.egments. 
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• SENET Division had installed an intrusion detection system · to prevent 
unauthorized access to data. 

The response of SIDO is not relevant as it does not cover the real issues as 
·.below: 

• Physical security of the location is inadequate to prevent unauthorized access 
over the Internet or other networks. 

• No data classification scheme was in place, which would enable identification 
of open and confidential/ secret information. 

• The effectiveness of the intrusion detection system and· other controls may be 
judged in the context of the security loopholes identified hy audit. · · . 

• Information. is not the only reason for attacks on net~orks. Various attacks 
result in defacement of websites, interruption in service,· non availability of 
applications for data entry ahd reporting. Further, reinstating these services 
requires considerable time and cost. 

Recommendation 

SIDO may formulate and implement a formal IT security policy and detailed IT 
security procedures to ensure the confidentiality, integrity and availability of IT 
assets (including data). 

3.4.6 ·Non-utilisation of Office Automation Applications 

Even after implementation of the project in February 2002, only three 
modules -namely payroll, ISO 9000 reimbursement and entrepreneurial training -
out of the 16 Office Automation (OA) modules were being used (September 
2006). Even in respect of these three modules, audit analysis revealed that SIDO 
was not relying on the electronic data and was still relying on the manual system 
as described below: · 

3.4.6.1 Payroll 

- Crucial fields for generating monthly pay bills were not made mandatory 
e.g. basic pay, transport allowance, city compensatory allowance (CCA), dearness 
allowance (DA), dearness pay (DP), GPF contribution and pay bill number. Data 
analysis revealed that the database was deficient in the following respects: . · 

• · Out of 12159 records, there were blanks in 22 cases of Basic Pay, 57 cases of 
CCA, 101 cases of DA, 484 cases of provident fund number, 18 cases of DP 
·and 18 cases of designation. 

• DP was less than 50 per cent of basic pay in 4·2 cases and HRA was not equal 
to 30 per cent of Basic Pay plus DP (as required) in 4l cases. 

3.4.6.2 ISO 9000 reimbursement scheme 

Under the scheme, SIDO provides incentives to those small scale/ 
ancillary undertaking who have acquired ISO 9000/ISO 14001 certifications. An 
amount of Rs 48.53 crore was disbursed through this module during the period 
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2002-03 to 2005-06. Audit analysis of the database reflected duplicate .certificate 
numbers in 137 out Of 11519 cases of reimbursement against which approvals for . 
making reimbursement was indicated; which ·the software/application was not. 

· able to detect. However, physical records did not reveal duplicate payment, which · ·· 
. indicated. that SIDO was relying on tb.e manual records. and not ·on the iT system: 
· ·before releasing the payments. · · · 

. . 

3.4.~.3 Entrepreneurial Training 

The module is . being ·used for storing. information related to various 
training programmes. organized. by SIDO. ·Audit analysis,. however, revealed 

· following deficiencies in the database/application: · ' · · · . 

• In the table (3855 records) containing details of the entrepreneurial training. 
· course, the fields for. name of the course· and place of the course accepted 

blank or invalid characters. · · · · · 
. . 

• . Fields like . venue of training, and capacity of the course were ·not made 
mandatory," as audit noted blanks in 12 cases and 141.cases respectively. 

. . . . . . 

• D~tails bf· expendifure : and receipt ~ealized. in 243 cases and 1345 cases .. 
· respectively were not entered in the .database. As a result, generation of a 
report depicting correct status from the system was riot possibl<;. 

In response; Si.Do stated as follows: 

• As per the ·objectives of Office Automation, it was intended to computerize · . 
the entire offic~,. and hence 16. OA modules were got developed. However, · · 
due to non-'availability of trained staff, only three out of 16 OA modules were 

· . being used. · · · · 

• The remaining niodules were being evaluated, and would be put to use in d.ue ·· 
course. Also, the existing staff would be got trained to use more OA modules. 
Further; they had requested NIC to study the existing infrastructure in SENET 
frorr;i. ·the point of view of using available tools. 

• . The office had initiated the concept of network shared storage data, which . 
. would . facilitate better. server management, data management and .data 
·security: · · 

. The response of the Department is not tenable, as these factors - in · 
. particular, training anci re~orientation of staff - should have been cons_idered and . 
planned before the implementation of· the project. This is· especially so; 

·considering that SIDO took more than four ye~s aftt~r conceiving the project to 
. finally entrust the work to. CMC.. . 

Recommendation· · 

SIDO may take ~teps to ensure that the different OfficeApplication(OA) modules· 
are utilised, and also)hat adequate input validation ·checks are built iri to ensure 
correct and complete data, so that the IT system :can be relied upon, instead of 
resdrting to manual records. ·. . . . . 
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3.5 , CONCLUSION 

Even aft~r four years of implementation of the project, SIDO was not. abie ·. · 
to pi'ace .reliance on the information being generated through the IT ·system and 

. was relying on manual records. "Network security was. weak. and SENET 
·. . application did· not provide adequate input validation checks. Office autC>mation ··. 

· systerri was not· imp fomented fully.· Further, tlie information· on the. SIDO • online 
··was outd~ted. and . not being updated regularly .. Thus, ·aftei; incurring ali · 
. expenditure of Rs 11.41 crore, the SENET project had not been abie to ftilly .. · 

achieve its· objective of disseffiinatiilg uptodate infoniiation in a timely· manner to 
the s'1Ilall enterprises ~ci bther intended users. . . . 
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